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Abstract: This paper investigates the fault detection problem for a class of discrete-time
networked systems. Three kinds of typically encountered incomplete measurements induced
by the limited-capacity communication channel are simultaneously considered, which include
1) measurements with communication delays; 2) measurements with data missing; and 3)
measurements with signal quantization. Attention is focused on the analysis and design of a
full-order fault detection filter such that, for all admissible unknown inputs and incomplete
measurements, the error between residual and fault is kept as small as possible. Sufficient
conditions for the existence of the desired fault detection filter are first established in terms
of certain linear matrix inequalities (LMIs), then the explicit expression of the desired filter is
characterized when these LMIs are feasible. A simulation example is provided to illustrate the
effectiveness and applicability of the proposed method.

1. INTRODUCTION

With the increasing complexity and safety demand of real
time systems, fault detection and isolation (FDI) and fault
tolerant control (FTC) problems have attracted persistent
research attention in recent years, see Hou et al. (1998);
Patton (2000); Frank et al. (2000); Kinnaert (2003). The
key step of an FDI process is the generation of a residual,
which can be further compared with a prescribed threshold
to determine whether a fault occurs. In the case that
exact decoupling can not be achieved, one of the widely
adopted ways is to introduce a performance index and
convert the FDI problem into an optimization problem,
in which the H., norm of transfer function matrix from
unknown input to residual is made small, while the H,
norm (or the smallest nonzero singular value) of transfer
function from fault to residual is made large (Ding et al.
(2000)). In Zhong et al. (2003), the robust fault detection
problem has been solved as an H,, model match problem.
In Zhong et al. (2005), another approach to robust fault
detection problem has been proposed to make the error
between residual and weighted fault as small as possible,
which can be implemented with help from the robust H,
filtering approach (Gao et al. (2004)).

On the other hand, rapid developments in network tech-
nologies have led to more and more control systems based
on a network. This kind of networked control systems
(NCSs) have many advantages, such as low cost, reduced
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weight and power requirements, simple installation and
maintenance, and high reliability (Zhang et al. (2001)).
At the same time, the limited capacity of network cable
gives rise to new interesting and challenging issues such as
transmission delay, packet dropout, signal quantization,
scheduling confusion, etc. Therefore, there is an urgent
need to develop new FDI methodologies in the network en-
vironment. Recently, there have been some initial research
interests on network-based FDI problem. In Zhang et al.
(2004), the fault detection problem for systems with miss-
ing measurements has been discussed. In He et al. (2007a),
the fault detection problem has been dealt with in the
presence of both communication delay and measurement
missing, which are taken into account in a unified way. For
more results, see survey paper Fang et al. (2006) and the
references therein.

In the present paper, a new network-based fault detec-
tion problem is investigated. Three kinds of typically en-
countered incomplete measurements induced by the finite-
bit communication channel, namely, measurements with
communication delays, measurements with data missing
and measurements with signal quantization, are simulta-
neously considered. A novel measurement model including
a set of Kronecker delta functions is proposed to describe
the delay and missing phenomenon in a unified way. The
quantization is assumed to be of the logarithmic type. By
augmenting the states of the original system and the fault
detection filter, the addressed fault detection problem is
converted into an auxiliary H., filtering problem for an
uncertain parameter system. Sufficient conditions for the
existence of the desired fault detection filter are established
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in terms of certain linear matrix inequalities (LMIs), and
a numerical example is provided to illustrate the effective-
ness and applicability of the proposed design method.

2. PROBLEM FORMULATION AND
PRELIMINARIES

Consider the following class of discrete-time linear system
with multiple delays in the state:

q
Aok + Y Aiw—i + Bywi + By fr,
i=1

k= —

Th+1

(1)
Tk = Pk, Qa_q+17"'707

where x;, € R™ is the state vector; wy € RP is the unknown
input belonglng to I3[0, o0); fr € R!is the fault to be
detected; i« = 1,...,q are known constant time delays.
YK is a given real initial sequence on [—q,0]. The system
matrices have appropriate dimensions and are assumed to
be known real constant matrices.

The insertion of network cable between measurement node
and fault detection filter causes random delay and miss-
ing phenomena. Furthermore, by taking the logarithmic
quantization into consideration, the measurement can be

described by
Up = 5(Tk,0)(1+ Ak)col'k
q

+ Z (i, 0) (L + Ag)Cixg—i + (I + Ag) Dyw,
i—1

(2)

where gy € R™ is the input signal to the fault detec-
tion filter, which may contain random communication
delays, stochastic data missing, and quantization effect.
d(mk,7) (0 < i < q) are Kronecker delta functions with
E{6(1,1)} = Prob{m, = i} = p;, where p; (0 < i < q)
are known positive scalars and > ¢ jp; < 1. 74 is a
stochastic variable used to determine, at time k, how large
the occurred delay is and the possibility of data missing.

Remark 1. From the definition stated in Fu et al. (2005),
the logarithmic effect can be then can be transformed into
sector bound uncertainties. Defining
Ay = dlag{A(l) e ,A,&m)},
the measurements after quantization can be expressed as
Uk = (I + Ap)ye.
Remark 2. The measurement model in (6) can easily de-
scribe the delay and missing phenomena in a unified way.
At any time instant, one of the following cases (random
events) occurs: measurement missing case, no time-delay
case, one-step delay case, two-step delay case, ..., ¢-
step delay case. Similar to Wang et al. (2003, 2006), the
sequence of 7 is assumed to be mutually independent,
see He et al. (2007b) for detailed discussion about this
measurement model.

Consider a full-order fault detection filter of the form
Tp+1 = GTp + Ky, 3)
T — Lik,

where %, € R™ is the filter state vector, 7, € R' is the
so-called residual that is compatible with the fault vector.

Our aim is to design a filter of the type (3) that makes the
error between residual and fault signal as small as possible.
By defining A = diag{di,...,0n} and F, = ApA™L
we obtain an unknown real-valued time-varying matrix
satisfying Fy F] ,CT < I. Furthermore, letting

nk:{gi]’ Uk:{l}):], and 7 =g — f, (4)

we have the overall fault detection dynamics governed by

q
Aomi + [6(71,0) = po] Aomi + Y AiZy,

Me+1 =
=1
(5)
+Z Tk’ —Di Aan z"‘[)”l)k7
T = an-l-ka,

where
A, — Ao 0 =« _ .
Ao = | poK (I + Ag)Co G] = Ao + poH Fy. Ey,
1 0 0 o
Ao = K(I+ A)Co 0} = Ay + HF}Ey,
~ Az B ~v ‘N ~4
A= KU+AQQ}—&+MHﬂa,
- 0 S
A= K@+ Ak)czl = A, + HE,E;,
3 Bu Be|l _ a7 5 (6)
B= [K(I+Ak)Du) 0 } =B+ HF,J,
i Ag 07 T 0o 0] 7 [ 4
o= ] 0= 8] 2= )
L= g_| Bu Br| m_|0
A’L KCJ:|7B_|:KUJO:|7H_|:K:|’
By = [ACo 0], Bi=AC;, J=[AD, 0],
C:=[0L], D:=[0~I], Z:=[I0]

After the above manipulations, the network-based fault
detection filter design (NFDF) problem can now be for-
mulated as an H., filtering problem: design an H, filter
of the form (3) for the system (1) and (2) such that,
for all possible incomplete measurements, (i) the overall
fault detection dynamics (5) is exponentially mean-square
stable (Wang et al. (2006)) when wy, = 0, fr = 0 and,
(ii) under zero initial condition, the infimum of ~ is made
small in the feasibility of

By _

sup ’7 )

>0 7
S el v @)

We adopt a residual evaluation stage including an eval-
uation function Ji and a threshold Jy, of the following
form

& 1/2
Jk—{ZTSTTs} v Jin=

Based on (8), the occurrence of faults can be detected by
comparing Ji with J;, according to the following rule:

sup E{Je}.  (8)
wela, f=0

Jr > Ji = with faults = alarm,
Ji < Ji, = no faults.
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3. MAIN RESULTS

In this section, we deal with NFDF analysis and NFDF
design problems for system (1) in the presence of incom-
plete measurements (2), and the results are given in the
form of LMI.

3.1 NFDF Analysis

The following Lemmas will be useful in deriving our main
results in the sequel.

Lemma 3. (Wang et al. (2006)) Let M = MT, H and E be
real matrices of appropriate dimensions, with F' satisfying
FkF,? < I, then

M+ HFE+ETFTHT <o, (9)

if and only if, there exists a positive scalar € > 0 such that

1
M + gHHT +eETE <0, (10)
or equivalently
M H eET
HT —I 0 < 0. (11)
el 0 —el

Lemma 4. Consider system (1) and (2). For a given fault
detection filter (3) and a scalar v > 0, the fault detection
dynamics (5) is exponentially mean-square stable when
v, = 0 and, under zero initial conditions, satisfies (Z) if
there exist matrices 0 < PT = P € R™*2 0 < QT =
Q; € R™ "™ such that the following LMIs

I 0 O3
[ * QQQ 923 <0 (12)
* * 933

hold, where

Ms=[C 0 D], Q=—diag, »{P},

i 0 ~ paPyAq 0O q
Q23 = poPLAO O~ 0~ y U= ZZTQ'LZ7
i PAy PA. PB i=1
—P+ VU 0 0
QB3 = * _Qd 0 ) Pd = dla’gq{P}a
i * * —~2I
diag, {x} = diag{x --- x}, Ag=diag{As,---, A},
~ ~ _ q
Ac = [Al Aq}a Qd:d:iag{Qly"'aQq}y
pPi = \/}71 (0 <3 SQ), Pd :dlag{pl-[2nv"'qu-[2n}7

and AQ, ./Zlo AZ‘, ./ZLL', B~, é, ﬁ, Z are defined in (6)

Proof. Consider the following Lyapunov functional:
q k—1
Vi=ni Poe+Y_ > 0 27QiZn;,

i=1 j=k—i

(13)

where P >0,Q; >0 (i=1,...,q), and Z is given in (6).
Define AVk = E{Vk+1(@k+1)|9k} - Vk(@k) Note that
for0<i<gand 0<j <gq,

E{(0(tx,%) — pi)(0(Tk,J) — 0j)} = { lii](gip;pi)v

i=j
i F ]

From (5), the difference of the Lyapunov functional (13)
with v = 0 can be calculated as follows:

T
M, M. . ~
AV, =¢ [ . Mz } Gk — (pvonk + ZpiAiZUki>

i=1

q
x P (pvonk + ZpiAiZTIk—i>

i=1

M, M.
T 1 2
where Cp = [nf nf_Z7---nl_ 27T, My = ATPA, +
PpAGPA) = P+ W, My = AFPA., My = ATPA, +
pa AL PaAq — Qq.

By the Schur Complement (Boyd et al. (1994)), LMI (12)
implies AV, < 0 for all nonzero (;, so we can always
find a positive scalar ¥ > 0 such thatAV, < —9||nk||*
Furthermore, from Lemma 1 of Wang et al. (2006), we can
confirm that the filtering error system (5) is exponentially
mean-square stable.

Next, for any nonzero wy, it follows from (5) and (13) that

0, Ty T
E(@k)SE{Xf[ * Iy F5]Xk}7

* I

(14)

where 2(0y) = F {Vk+1(@k+1)|@k}—vk(@k)+E {f‘,sz}—
VE oo}, xie = f ni, 27 - il 27 o], Ty =
ATYPAy + pd AT PAy — P+ W 4+ CTC, Iy = ATPA,,
T3 = C'D + AYPB, Ty = ATPA, + p2AY PyAg — Qu,
s = ATPB, T =DTD + BT PB — ~I.

Again, using Schur complement, it can be observed from
(12) and (14) that, for any xx and v that are not all zero,
2(Ok) < 0. Summing up this inequality from 0 to co with
respect to k yields

STE{IFIPY <2 Y E{llonl?} + E {Vo} — E {Vio} .(15)

Since the system (5) is exponentially mean-square stable,
it is straightforward to see that (7) holds under the zero
initial condition. This concludes the proof.

Based on Lemma 4, we further give the analysis result of
NFDF.

Theorem 5. Consider the matrices defined in (6), inequal-
ity (12) is equivalent to

- 0 Q3 0 0
k Loy Tz Ty 0
* * 933 0 F35 < 0, (16)
* * * T'yy O
* * * 0 TI'ss
where
0 dedAd 0
F23 = poPAO 0 0 s
PA, PA., PB
0 EGE(? EbpoEg
I35 = | S4E] 0 epaEl |,
0 0 epJ T
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and F24 = diag {Pdpdf{d, poPH PH} F44 = F55 =

diag {— Ed, aalm, —epln}, Ag = d1ag{A1,~- AL, A,
[Al A als Hy = dzagq{H} E; = dmg{El,-~ E }
EC = [Elv"'7Eq]7 Pd - dlag{pljnv"”qu }7 Ya =
diag{e1lpm, -, eqlm}, Ta = diag{e1l,, -, eqln}

Proof. Considering the parameters defined in (6) and
using Lemma 3, we can easily obtain the equivalence
between (12) and (16) after some appropriate row and
column exchanges.

3.2 NFDF Design

Theorem 5 provides a sufficient condition for the filtering
error system (5) to be exponentially mean-square stable
and also achieve the Ho-norm constraint (7). From now
on, we focus on the NFDF design problems for system (1)
with incomplete measurement of the form (2).

Theorem 6. Consider the networked system (1) with in-
complete measurement (2) and let v > 0 be a given
scalar. An admissible full-order fault detection filter of
the form (3) exists if there exist matrices V' € R"*",

F e R*", G € R"™*", K € R*™ L[ € R\*n and
0<QF=Q;e R (i=1,...,q)such that the following
LMI

-I 0 Az O 0

¥ Aog Az Ay 0O

* * As3 0 Ass <0, (17)

* * * Aga 0

* * * x  Asgg

holds, where

Az=[[0L] 0 [0 —1]], Ay =

A22 = —diag { |:

Va
*
T paky po KK K
=g {| 7 ] [ o [o ]}
. vV F
A33 = dlag { |: * F :| + (1)87 _Qda _72Ip+l} )
- 0 B (o2 P9 B
A35 = EngAd 0 EbpngAZ 5
0 0 Dy
Mgy = As5 = diag {—Xq, —col, —epl},
P — [ paK4Cy B — poKCy  poKCy
2 I 0 ) 3 0 0 )
P, — [ VAy+poKCy VAy+poKCo+G
Sl R ' FA, )
Hr — [ VAC+[(Cde P — VB, + KD, VBy
5= FA, %o = FB, FB;
q T A
_ Qi Qi _ Co A
@8—;[ N Py = ¢, C'OTA ,
Co A A
‘I’lo—fbpo[chA}, ¢11—€b[D8A]7

and pg = Eiiag{p11n7"_'aqu7Z}7 Vi = diagq{V}, Fy =
diag {F'}, Kq = diag {K}, Cgq = diag{C1,...,Cq}, Ac =
[Al LA ] Cc = [Cl Cq], Ad = diagq{ﬁ}, Ac =
[A,...,A] Moreover, if (17) is true, the desired filter
parameters can be given by

G=(F-V)'G, K=(F-V)'K, L=L. (18)
Proof. Considering that P is positive definite, we parti-
tion P and P! as:

(B R] e[ 2],

Pl Py ST s, (19)

where the partitioning of the above matrices is compatible
with that of Ay defined in (6). Introducing the following
matrices,

_ Pl I _ I Sl
T1_|:P2T O:|a T2_|:0 Sg:|?

and performing the congruence transformation to (16)
by diag{/, diag {12}, T2, T2, T, 1, 1,1,1,1,1,1,1}, we can
obtain

(20)

I 0 A3z 0 0
* Mgz Mgz Aoy O
* * A33 0 A35 < 07 (21)
* * * A44 0
* * * x  Ass

where

As=[[0LST] 0 [0 -1 ], A22:dz'agq+2{<i>1},

0 &, 0
(I)1:|:_fl __5’11:|7A23: (i)3 O O )
D, Py D4

Agy = diag {Pddiagq {‘iﬁ} , podr, ‘i’7} )

Ags = diag {@1 + i’s, —Qu; _'YQIPH} J

. 0 B Dy
A35 - EngAd 0 &‘bpngAZ )
0 0 Py
dy = diag {{ p1P20K01 } e { quzchq ”7
. P,KCy PyKCyS, ] . [ crA ]
Q3= P |: ) Q9 = €a A )
3 0 0 0 9 S?C(?A
(i)4 _ PlAO + pQPQKCO (ilg :|
i Ao A0S, |
- [ PA.+ RRKC, . Cy A
¢5 = | ! A02 pd } ) @10 = Ebpo |: S?COT‘A :|
& _ [ PiBu+PKD, PB; ]
6 I Bw Bf )
- q
2 PQK 2 Z’—l Q’L Z QzSI
®7 = 0 , Ps = v= )
I x > 51 Qi

$1y =P AgS) + poPaKCoSy + P,GSY.

Define a new matrix Z € R24"*24" ywith its entries being
Zap, 2a—1)8 = Liatq)p, 20p = 1 for all 1 < a < ¢
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and 1 < B < n, and other entries being all zero. Once
again, performing congruence transformation to (21) by
diag{I, diag{Z, I, I}, I, I, I}, it can be inferred that
(21) is equivalent to:

I 0 A 0 0
x Aoy /i\23 o 0
* * A33 0 A35 < 0, (22)
* * * A44 0
* * * *  Ass
where
Az = diag { { dlag‘i{Pl} diagqj{sl} } ’(i)l’(i)l}’
0 & O _
Aos=| &5 0 0 |, &= [ PdP2d0KdCd } 7
®y P5 Pg

S| PO | i)

Define §; = diag{diagq{l},diagq{Sl_l},I, ST 1,871
and Sy = diag{I, S;', I, I}. Performing congruence trans-
formation to (22) by diag{I, S, Ss, I, I} and defining the
following matrlx variables: V' = Pl, = S G =
PQGSQS , K =PK, L = LSQTS , we can arrive at
the rebult (17) in Theorem 6. Noting that every step in
our derivation is an equivalent transformation, it then
follows from Lemma 4 that (17) is a sufficient condition
guaranteeing that the system (5) is exponentially mean-
square stable and the Ho, norm constraint (7) is achieved.

Furthermore, we can know from (17) that F and F —V
are nonsingular matrices, so we can always find square and
nonsingular matrices P, and Sy satisfying P,SY = I —
V F~1. Therefore, a set of fault detection filter parameters
can be given as: Gy = Py 'GF'S;T, Ky = P, 'K,
Ly = EFflSQ_T. By substituting these parameters into the
transfer function of the filter and considering the relation-
ship F —V = P,STF, we obtain T(z) = LF~'S; 7 (21 —
Py AGF1S; Y Py K = L[l — (F — V)G (F —
V)~1K, which means that the desired filter parameters
can also be given by (18). This ends the proof.

Remark 7. In most cases, one is more interested in the
fault signal of a certain frequency interval, and it is not
necessary to estimate fi. We can introduce a weighting
matrix to let r; approach the weighted fault fk.. Such a
manipulation has been used in Zhong et al. (2005); He
et al. (2007a), and can also provide us with a way of
considering the fault isolation problem.

To sum up, the fault detection problem for networked
systems (1) with incomplete measurements (2) can be
solved by the following steps:

1) Design a fault detection filter using Theorem 6.

2) Use the result in Step 1 to determine a threshold Jy,,
which can be obtained using Monte Carlo simulation
without fault.

3) Compare the evaluation function of residual signal
from fault detection filter with the threshold to de-
termine whether a fault occurs.

4. A NUMERICAL EXAMPLE

In this section, a numerical example is employed to illus-
trate the proposed method. For simplicity, let ¢ = 2 and
p_o =@_1 =@y = 0. The parameters of the discrete-time
networked system (1) are as follows:

0 01 0 01
Ad=102 03| N :{0.3 0.1
0.1 0.4 0.1 ~0.1
| ) e [o ] o= o
0.2 02 0
Co=C1 =0z = [ 0.5 } [ —0.1}

Consider the parameters of the logarithmic quantizer as
up =ud =1 and p; = pp = 0.9. For k =0,1,...,300, the
unknown input wy, is taken as exp(—k/50) x ng, where ng
is uniformly distributed over [—0.5,0.5]. The fault signal
ft =1 when k£ = 100,101,...,200 and f; = 0 otherwise.
T, is assumed to obey the following distribution law:

Tl 0 1 2 others
Probability | 0.6 | 0.2 | 0.1 0.1

which means that the measurements can be ideally trans-
mitted over network with probability 0.6, one-step delay
happens with probability 0.2, two-step delay occurs with
probability 0.1, and the measurements are missing with
probability 0.1.

With above parameters and from Theorem 6, we can
solve the NFDF design problem by using Matlab LMI
toolbox (Boyd et al. (1994)). The H,, attenuation level
is minimized to achieve a bound ~v,,; = 1.0041, and the
parameters of the sub-optimal fault detection filter are
given by
G- 0.2154 0.2441 K — —0.0535 0.0509
~ 1 03371 0.2644 |° ~ | —0.0177 0.0803
L =1 0.0031 0.0032 ].

3.5

257

Measurement mode over network
o

. . . . .
50 100 150 200 250 300
Time step k

Fig. 1. Measurement mode over network

A time domain simulation is given in Figs. 1-3. Fig. 1
describes the measurement mode. The value 0, 1, 2, and
3 corresponds to the case that measurements transmitted
over the network ideally, with one-step delay, with two-
step delay and with missing packets, respectively.
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Fig. 2 shows the measurements without (dotted line) and
with (solid line) quantization, and the latter is actually
used by the fault detection filter.

Without quantization
With quantization

Measurements without and with quantization

. . . . .
0 50 100 150 200 250 300
Time step k

Fig. 2. Measurement with and without quantization

The evolution of the residual evaluation function is given
in Fig. 3. We select a threshold as J;, = 1.4429 x 107°
after 400 simulations with no faults. From Fig. 3, it can be
shown that 1.27 x 1075 = J(106) < Jy, < J(107) = 1.51 x
107°, which means the fault can be detected in 7 time
steps after its occurrence.

x107°
35

25¢

Evaluation function of residual

. . . .
0 50 100 150 200 250 300
Time step k

Fig. 3. Residual evaluation function

5. CONCLUSION

In this paper, the fault detection problem for a class
of discrete-time networked systems with multiple state-
delays and unknown input has been studied. Measure-
ments with random delay, stochastic missing and signal
logarithmic quantization have been simultaneously con-
sidered. After formulating the fault detection filter design
problem into an auxiliary H,, filtering problem, we have
proposed a sufficient condition in terms of a certain LMI.
It is worth pointing out that our main results can be eas-
ily extended to the delay-probability-dependent case and
parameter-dependent case for polytopic uncertain system.
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