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Abstract: This paper, the last part of our three-part contribution, is concerned with the
diagnosis of faults in the discrete-time hybrid system model, described in Part I. The original
contributions of the paper are as follows. Faults have been modelled in terms of Activity
States labelled as faulty. The problem of diagnosis is formulated based on that of state
estimation, as described in Part Il. The timed sequence of the estimates of the current state of
the overall system from the Observer is then used for fault diagnosis.
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1. INTRODUCTION destination states but with different timing features,
using the same set of sensors.

Fault detection and diagnosis (FDD) has been theTh_ . ved as foll Section 2 di
subject of much research from the area of DEDS IS paper IS organized as Ioflows. Section = diSCUSSes

(Sampatret al, 1995), (Sampatbt al, 1996), fault modeling. Section 3 discuss diagnosability with

(Mukhopadhayet al, 2000%), (Bhowal et al, 2000) observer estimates and Section 4 discusses how a
(Mukhopadhayet al ! 2000) and continuous dynar’n— timed sequence of observer estimate can be used for
ics. However work 'é)n FDD based on Hybrid System diagnosis. Section 5 is concerned with estimation of
Mo.dels has started recently (Basseviieal, 1997) the detection delay, while section 6 concludes this
(Gao and Xu, 1999), (Mcllraitkt al., 2000). Paper.

In this paper we have developed a fault detection

method based on the Hybrid System formalism dis-

cussed in our companion paper (Bhoegal., 20023),

(Bhowalet al.,, 2002b), where the concept of restricted 2. NOTATIONS AND DEFINITIONS
measurement and model abstraction based on limited

measurement has been discussed. Fault diagnosis ndonsider after (Bhowaét al, 2002), (Bhowal et
tions are built on the measurement reduced hybridal., 2002), the observe®© =< N, A >, constructed
model and conditions of diagnosability are discussed. from the composite process model after measurement

Advantages of our framework over (Sampathall,, restriction.

1995), (Sampatlet al, 1996), are that we can deter- Let F' = {f1, fo, ... fiverenfn} be the set of all
mine fault detection delay and also diagnose the faultspossible faults. A particular faujf; can occur only in
that remains in transitions with the same source andone component.



If afault f; occursin a componentC, C will bein
a specifiedfaulty activity state,denotedas cy,. For
example,if a heaterdevelopsa fault, namelyHeater
STUCKOFF thenCy, = Hgp.

A compositeactiity stateis an orderedtuple of the
actiity statesof all components.

Let the I** memberof the tuple be the activity state
of the component(C. If afault f; hasoccurredin C,

then ¢z, will occurin the I** position of the state
tuple. We can denote one compositeactiity state
z; containingfault f; asz;g, . Similarly, an actiity

statez;, containingmultiple faults f;, f;, .... f», from

differentcomponentss denotedas zyy, ; .7, , Where
fi to f,, arethefaultsof componentén the composite
actiity statexy,.

Thereforepachcompositeactivity stater € X is now
markedwith eithern (for normal)or afaultlabel f; €
{fi....fn} oramultiplefaulttag(f;.. f;) € 2{f1-fn},

Let Xy, denotethe setof all the compositeactiity
statescorrespondingo the fault fi. It is to be noted
that a statezy, r, simultaneouslybelongsto Xy, ¢,
Xy, and Xy, . Let ny, denotea nodeof the obsener
O, containingat leastonestatez; € Xy,. The setof
all ny;sis denotedas Ny, .

Definition1. f;-certain node
An obserer noden is calledand f;-certainnodeif
andonly if n C Xy,. An f;-certainnodeis denotedas

TL@fi.

Definition2. Trajectories of O:

A trajectory v of O is a sequenceof nodes <
n1,N2,...ni,Ni1.. > of O wherefor k& > 1, <
ng,ng+1 > IS anarc of the obsener. The setof all
trajectoriesaredenotedasr’.

Definition3. f; -trajectory (vg,):
A trajectoryy € T'is an f;-trajectoryif Vn € v =
n € Ny,. An f;-trajectoryis denotedhsyy,

After the occurrenceof a permanentault, the system
shouldfollow an f; — trajectory.

Definition4. f; -uncertain loop:(ygy;):

An f;-uncertainloop is a loop formed by an f;-
trajectory~yy, which doesnot containary n suchthat
n C Xy node.An f;-uncertainloop is denotedas

¢®fi'

If the system estimate moves along such an f;-
uncertainloop, thenfault f; cannotbe diagnosedbe-
causehe systemmaynot exit from suchaloop.

In thispapemwe areconsideringpermanentaultsonly.

3. DIAGNOSABILITY USING THE OBSER/ER

In generak systems diagnosabléor afault f;, if and
only if the occurrencef thefaultis detectablavithin
afinite delaywith the obsenationof measurableari-
ables.Thedefinitionof diagnosabilityis givenbelow.

Definition5. f;-diagnosability:

A systemis f;-diagnosabldor fault f; with respecto
its obsener O, for a given measurementestrictionif
andonly if thefollowing conditionshold.

1) Ings, €N
(2) Vnrp, € N Vv =< nggyy ...y, >€ T =
(nlfi = n@fi)

) Avey;

In the above definition, the first point saysthat for a
systemto be diagnosabldor fault f;, the obsereris

requiredto have an f;-certainnode.The secondooint

saysthat, from all nodescontaininganz € Xy, all

the f;-trajectoriesshouldreachsomef;-certainnode.

Thethird pointstateghatthereis no f;-uncertainoop

in the trajectory This impliesthatall thetrajectories,
characterisely the seconcclausearefinite.

If asystemis f;-diagnosablefor afault f;, thenthe
fault f; canbe detectedwithin afinite time. In most
of thereallife systemgherewill be f;-uncertainoops
andhencethe Definition 5 of f;-diagnosabilitysenes
only as a sufficient condition for diagnosabilityand
notanecessargne.

For practical systems presenceof ¢g ¢, loop is nat-

ural, especiallywhenwe have multiple components,
requiredto be controlledandthey arenotinfluencing

eachother

Consideringsucha situation,a wealer definition of
diagnosability termedP f;-diagnosability andits as-
sociateddefinitionsareintroduced.

Let 34p bethesetof obsererarcs,definedasfollows

Sqp ={ala € A and a changes some

measurable variable of P}

Definition6. P f; -trajectory(ypy,):
A trajectoryy € I is a P f;-trajectoryif thefollowing
conditionsholds

(1) f; pertainsto acomponentP
(2) Vn € y = n € Ny,
(3) Ja € and a € Syp

A P f;-trajectoryof O is denotedasypy;.

Definition7. P f; -uncertain loop (¥gpy;):

A P f;-trajectoryypy, is a P f;-uncertainioopif ypy;
is aloopandVn € ypy, = n € Ny, which doesnot
containary f;-certainnode.



A Pf;-loop in O is denotedas ¢)py; and an P f;-
uncertairloopis denotedsygpy; .

For diagnosiof afault f; pertainingto P, it is neces-
sarythatall theypy, trajectoriesshouldendinto some
fi-certainnode.Basedon this a wealer definition of
diagnosabilityis givenbelow.

Definition8. P f;-diagnosability:

A systemis P f;-diagnosabldor fault of type f; with
respecto its obserer O, if andonly if the following
conditionshold.

1) 3nEBfi
(2) Vngy € N Vypy, =< npg,....nyp >ET =
(g = ney)

Q) Avers:

The secondclauseabove necessitatethat therebe a
transitionfrom eachn s, nodeexceptfor an f;-certain
node.But ann,-nodemay containa sink stateof the
compositemodel ! . In sucha caseuponoccurrence
of the fault, no out going transitionshall be activated
in 0. Thus,if nonoccurrencef outgoingtransitions,
over a finite time, can be ascertainedthen the fault
can be diagnosedlIn orderto capturethis situation,
we redefinethe f;-certainnode.A conceptof w —
transition is introducedirst.

A transitionis called w — transition (wait transi-
tion), whenthe enablingconditiondependsn exter-
nalagents.

Definition9. f; -certain node:

A noden is called f;-certainnodeiff

1.nC Xy, or

2.(nNXy, =z5 and zy, is a sink state) A
(there is mo w — transition from n)

An f;-certainnodeis denotedasngy, asbefore.

In the secondclauseaborve, n N Xy, = x4, indicates
that the noden containsonly one actiity statexy,
pertainingto thefault of type f;. If sucha nodeexists
and the fault of f; occurs,then the fault shall be
diagnosedjf none of the outgoing transitionsfrom
n occurs within their valid period. However, if a
wait transition (w) is definedfrom the node,thenit
is not possibleto detectthe non-occurrencef wait
transition. The non-occurrencef aw — transition
cannot be detectedwithin afinite time. However the
occurrenceof an w — transition is dependenbn
externaleventsandhenceit is notpossibleto associate
ary time limit, on expiry of which it canbe saidthat
thew — transition is notgoingto occur Thereforeif

1 Here a sink stateis one where, thereis no outgoingtransition
definedfrom the compositestate

aw — transition is definedfrom thenode,thenit can
notbe f; — certain.

The goal of obtainingan on-line diagnoserhowever,
still remainsllusive because¢he mechanisnto detect
nonoccurrencef transitionsis yet to be addressed.
This mechanismmecessitatesstimatingvarioustime
parametersFor example, given an entry transition
to a noden, it is necessaryo know the maximum
waiting time after which the obserer can be sure
that no outward transitionfrom n will take placein
future. Anothertime parametemeededs the dwell-
time inside a noden for a given pair of incoming
andoutgoingtransitionsof n. Thesetime parameters
arerequirednotonly for on-lineobsenerconstruction
but also for making a conserative estimateof the
detectiondelayof P f;-diagnosabléaults.

In orderto achieve the above goals,we generatesub
nodesof n, using a processcalled time sequencing
of n, as explainedin the next section. Eventually
it may happenthat someof the subsetsbecomef;-
certain. This createsthe possibility of detectionof
additionalfaults or early detectionof faults,which is
otherwisenot detectabldrom the obsener O without
time sequencing.

Basedon the above definition, the diagnosabilityof a
systemw.r.t. all faultsis now defined.

Definition 10. Diagnosability:
A systemis diagnosableif and only if it is Pf;-
diagnosabléor all faults f; € F'.

4. TIME SEQUENCING OF THE OBSER/ER
NODES

Theinformationcontainedn [ andu, of atransition
7 hasbeenusedin catgyorisingmeasurabléransitions
asdistinguishabler not. Basedon thesetiming infor-
mation, we can further refine the stateestimationof
an uncertaintynode of the obsener O with passage
of time. This processis termedas time sequencing
of nodes.Time sequencingf nodesis basedon the
following properties

4.1 Definitions

The following definitions are necessaryin order to
explainthetime sequencingnethod.

Definition11. Early exit data state(z) of 7 :

Early exit data state (g,) of a transition T =<
xz,z%,er, h,, -, u; > is the datastateat the time
instantl, aftere,; is satisfiedwheree.; is thelimiting
enablingcondition® . Thus,

2 The limiting enablingconditione,; is obtainedby substituting
for the ineqalitiesin e, by equality e.g.e- : (T > 5 AP <
10) = ey : (T =5AP = 10)



Tr =€+ ALl

For an e, definedpartially, we needto considerthe
maximum limit or the limiting condition for data
state,of thosevariableswhich are not definedin the
e,. It may be notedthat as per the definition of the
linear dynamics,the exit conditionis not dependent
on entry conditions(datastates).The entry condition
is requiredto computethe time, a systemspendin an
actiity state. An earlyentry pointis alwayssafe,asit
containsall possiblesituations Howeverthiswill give
anuppeiboundof estimationof diagnostidime.

Definition12. Early exit measurabledata state ()
ofr:
Theearlyexit measurablelatastateis bedefinedas

Omr = erl/Em + Amzlr

Definition13. Early entry data state (") of 7 :
Theearlyentrydatastateis bedefinedas

Ej-_ = h- (o)

Definition14. Early entry measurable data state
(o}, )ofr:
Theearly entrymeasurablelatastateis be definedas

Ej_m— = h;(@mr)

Similar definitionsarealsoprovidedfor a € A;

Definition15. Early exit data state(z,) of a :

Early exit data state (g;) of a transitiona =<
NasNt, €qy o, la,u, > is the datastateat the time
instantl, aftere,; is satisfiedwheree,; is thelimiting
enablingcondition.Thus,

Gy = €4 + Anla

Definition16. Early exit measurabledata state(a,,,)
ofa:
Theearly exit measurablelatastateis be definedas

Oma = eal/zm + Amnla

Definition17. Early entry data state (") of a :
Theearlyentrydatastateis bedefinedas

E;— = hq (Ea)

Definition18. Early entry measurable data state
(o}, ofa:
Theearlyentrymeasurablelatastateis be definedas

E%a =h, (Ema)

Equippedwith the above definitions, the time se-
guencingmethodis now described.it consiststwo
broadstepsnamely(i) time sequencingf eachnode
of O resultingin subgraph®f the nodeand(ii) refin-
ing theobsenrerarcs.

4.2 Subgaphconstructionof an observemoden

In the processof time sequencingall the nodesof

O are explodedinto a subgraph(sequence) as ex-

plainedin time sequencingThenodesn thesubgraph
arecalledsub-nodesThe jth subnodeof ith nodeis

denotedasn]. The arcsconnectingthe nodesarethe

arcsof O. The arcsconnectingthe subnodednside
the subgraptof a noderepresenthe passagef time.

n; = n?, i.e. the Oth sub-nodes sameasthe node.
Hence,the time sequencedobsewver model O7 of

an obsewer O =< N, A >, is anorderedpair repre-
sentedas

OT =< O,NT >

where

Np = {< ’I’L,f’,k =0,1,2,...1; >,Vn; € N}

More specifically Nt is a setof sequencesf subn-
odesof theform

Nt = {< n? t# TL% g tk_i>(W) ni’ >,Vn,~ S N}
Thelastarc, represente@st_; (w), indicatesthat it
may beatime valuedor awaiting arc.

Thesubgraplof everynoden € N canbeconstructed
by thefollowing steps;

(1) For all the incoming arcs (non-distinguishable
measurabléransition)a, , as..... into n, find the
early entry measurabledata states;,,, for the
noden.

E;n = IU/(EECL17E;G.2 """ ) (1)

If the dynamicsA,,,, > 0, the operatory

standsfor minimum; if A,,, < 0, theny is
maximum.

(2) Basedon the valueof 7,,, computethe signif-
icanttime point of a node.The significanttime
pointsareasfollows.

e The significanttime point of an outgoing
transitiona is the latesttime point at which
a becomesnvalid. Thisis denotedasuu,

- €al — E+
¢ Amn
For A,,, = 0, only w transitionis per
mittedasoutgoingtransitionsfor which stay
time cannotbe computed.

e Similarly, in casewe have ary transition
with an externaleventasthe enablingcon-
dition involving someinput variable(s)we
cannotgive ary time value to the arc. In
this case the subnodehaving suchan out-
ward transitionhasto wait for an arbitrary

3 The subgraphshall always be a sequenceSincewe have con-
sidereda single valued entry data state (early entry in case of
uncertainty),for all outgoingarc thereshall be a single uu, and
thusa sequencshallbeformed

M 4 uq for Amn #0(2)



period of time for the enabling condition
to becometrue. Suchtransitionsare called
waiting transition.For any waiting transition
a, thesignificanttime point uu,, is setasw.
(3) Eachnoden € N of the obserer O hasa sub-
graph.Eachsubnoden] C n; of the subgraph
representsherefinemenbf estimateof noden;,
whenn? = n,.
(4) In casethereis ary sink state the subgraptwill
have the final nodewith the sink actiity state
with noarcemanatingrom it.

4.3 Trajectoryof O

Definition19. External Trajectory :
Any trajectory~y of O is anexternaltrajectoryof Or

Definition20. Inter nal Trajectory of Or :

A memberof Nr of the form < n? 5 p! 5

L —1>(u) nl > is calledtheinternaltrajectoryof the

noden, Themternaltrajectoryof noden; is denoted
asyn;-

Definition21. A Trajectory of Or :

A trajectory of Or, denotedas 7, is an external
trajectoryy of O followed by the internaltrajectory
Yn;» Wheren; is thelastnodeof .

Significanceof expandingthe last nodeis that we
do not get ary additionalinformation by expanding
all nodes,while computingthe time delay of a path
pertainingto faultdiagnosis.

4.4 Fault diagnosisin O

After constructionof Or, it can happenthat some
of the subnodesgcorrespondingo a non-f;-certain
nodebecomesf;-certainnode.This may be possible
becausea proper subnodeof a node of O, can be
fi — certain andcan causeasasa nodeof Or. In
such cases,with the occurrenceof fault f; an Or
trajectoryshall passthroughthe f; — certain node.
In this perspectie, f; — certain nodeis redefinedas
follows;

Definition22. f; -certain node:

A noden is called f;-certainnodeiff

1.nC Xy, or

2.(nN Xy, ={zy} and zy is a sink state) A
(there is mno w — transition from n) '
3. for ary non-f;-certainnoden;, if a subnoden] €
Yn; IS fi-certainsubnodeyy the clauseNo. 1 and2 of
this definition, it impliesthatn; is an f;-certainnode

An f;-certainnodeis denotedasngy, asbefore.

HoweverusingOr earlydetectiorfault maybe possi-
ble.

5. DIAGNOSTICDELAY ESTIMATION

For adiagnosabldault f;, the diagnosticdelayis the
maximum length amongall the P f;-trajectoriesof
Or, endinginto someng, node.

A trajectorylength is denotedby a naturalnumber
representinghetime delay For waiting transitionghe
time delay are representedy w, becausdime delay
involvedis uncertain.

The maximumtime a systemcanspendin a noden,
for a given pair of incomingandoutgoingtransitions
a;,a; is denotedasuu,, andis computedasbelow.

(1) Computethe early entry measurabledata state
(oh4,) for theincomingtransition(a;) accord-
ing to the Definition 18.

(2) Computethelimiting valueof the enablingcon-
dition (e,;;) (Definition 11), for the outgoing
transition(a;).

(3) the max/mintime of stayin a nodeny, is com-
putedas

€q;l — ot

ma
L+ Ug, 3
- ; )

Ulp, =

For the initial node of a trajectory A, however, the
incomingtransitionis not defined.In sucha casethe
entry datastateis sameasthe early entry measurable
datastatecomputedasperequation 1.

Let a trajectoryyr of O be of the form v =<
Ty Mg Ly oMy M1y oenee nk,ng,ki,..ni >, where
n! is the f;-certainsubnodelf the staytime in every
nodeof yr is known, thenthe time of the trajectory
canbecomputeds;

typ; = Ul + UWln, 4 + -

+oUUp,_, o+t + .+ Y

+ Uy, + Ulp,; 44

wherethesequencey +t1 +.... +t; pertaingo thelast
nodeny. the quantity givesthe worst casediagnostic
delayof f;.

6. CONCLUSION

In this paper the diagnosabilityof the discretetime
hybrid system(Bhowal et al., 20023) is definedin
terms of obsener constructedin (Bhowal et al.,
20020). The conditions as definedin Definition 5
are not applicablefor most of the practical system.
This happensas the real life systemsare compo-
sition of multiple dynamics.Accordingly a wealer
definition of diagnosabilitycalled P f;-diagnosability
was defined. The obsener baseddiagnoseris fur-
therenhancedy time sequencingf obsener nodes.



The diagnosabilityof a systemwith respectto time
sequencedbsenrer is betterin terms of detecting
additional faults and detectingthe faults early Un-
like other method,where the occurrencesf transi-
tions aremonitored,in the time sequencingbsener,
their non-occurrencesre monitored. Estimation of
the diagnosticdelayis alsodiscussedere.Basedon
the presentpaperan on-line diagnosernot discussed
here,canalsobeconstructedThediagnosticaccurag
can be further improved by constructingdiagnoser
with delayin line with (Ozverenand Willsky, 1990),
(Mukhopadhayet al., 200). This remainsasfuture
work.
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mousreviewersfor their valuablecomments.

7. REFERENCES

Basseille, Michele, Albert Bervensiteand Laurent
Tromp (1997). Disgnosing hybrid dynamical
systems:Fault graphs, statistical residualsand
viterbi algorithms.Proc. 36th IEEE Confeence
on Decision & Contmol, California pp. 3757—
3762.

Bhowal, Prodip, Anupam Basu and Siddhartha
Mukhopadhay(2000).A framework for inferen-
tial problemsin DEDS part-1: State obsenation.
Proc. 2000 IEEE International Confeence on
SystemMan and Cybernetics,Nashville USA
pp.2168-2173.

Bhowal, Prodip, Anupam Basu,D. Sarkarand Sid-
dharthaMukhopadhay20023). Inferentialprob-
lemsfor a classof discrete-timerybrid systems
part-I: Processviodeling.Proc. 15th IFAC World
Congess,Batelona,Spain

Bhowal, Prodip, AnupamBasu, D. Sarkarand Sid-
dharthaMukhopadhay2002b). Inferentialprob-
lemsfor a classof discrete-timerybrid systems
part-11: State Estimation.Proc. 15th IFAC World
Congress,Batelona,Spain

Gao, Jianpingand Qiwen Xu (1999). Rigorousde-
signof afault diagnosisandisolationalgorithm.
Hybrid Systems/, LNCS 1567, Springer \Verlag
pp.100-121.

Mcllraith, Sheila, GautamBiswas, Dan Clang/ and
Vineet Gupta (2000). Hybrid systemsdiagno-
sis. Hybrid SystemsComputationand Control,
LNCS1790,Springer Verlag pp. 282—295.

MukhopadhaySiddharthaProdip Bhowal and Anu-
pam Basu(2000a). A framework for inferential
problemsin DEDS Part-: TTM Basedvodeling.
Proc. 2000 IEEE International Confeence on
SystemMan and Cybernetics,Nashville USA
pp.2162-2167.

MukhopadhaySiddharthaProdip Bhowal and Anu-
pam Basu(200(). A framework for inferential
problemsin DEDS pPart-11 Fault Diagnosis.Proc.
2000 IEEE International Confeenceon System

Man and CyberneticsNashville USApp.2138—
2143.

Ozweren, Cungit M. and Alan S. Willsky (1990).
Obsenability of discreteeventdynamicsystems.
IEEE Trans. on Automatic Control 35(7), 797—
806.

Sampath,Meera, Raja Sengupta,StephaneLafor-
tune,Kasim SinnamohideeandDemostheni<.
Teneletzis (1995). Diagnosability of discrete-
eventsystemslEEE Trans.on AutomaticControl
40(9), 1555-1575.

Sampath,Meera, Raja Sengupta,StephaneLafor-
tune, Kasim Sinnamohideenand Demosthe-
nis C. Teneletzis(1996).Failure diagnosisusing
discrete-gent models.|IEEE Trans. on Control
System3edinolagy 4(2), 105-124.



