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FUZZY TCP: A PRELIMINARY STUDY
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Abstract: Implementing efficient TCP for the Internet necessarily has to cope with the
problem that the source does not know in advance which window allocation policy should
be the best to use for a given network condition. In this paper, an on-line adaptive fuzzy
system is used at the source in an objective to find the best possible weighted combination

among the available policies.
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1. INTRODUCTION

Many successful applications of the control of com-
plex systems based on fuzzy logic have been reported
in recent years (Passino and Yurkovich, 1996), for in-
stance auto-focus cameras, chemical processes, home
appliances, automatic driving of vehicles, etc. The
widespread application of fuzzy control is due to the
ability of this technique to encapsulate the knowledge
of any ad hoc or heuristics based control rules. More-
over, fuzzy logic can generalize the control procedure
derived from these rules and it allows automatic fine
tuning, usually with remarkable improvements on the
performance of the controlled system.

Fuzzy logic-based control of telecommunications sys-
tems and networks is an emergent application which
recently has been addressed in the scientific literature.
A survey of recent advances can be found in (Ghosh e?
al., 1998). Some applications are: modelling of queu-
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ing systems, access control of battlefield communi-
cations networks, fuzzy logic-based policing mecha-
nisms. Special mentioning deserved for the issues of
congestion and call admission control in ATM-based
networks, where many fuzzy logic-based proposals
have appeared in recent years (Douligeris and De-
velekos, 1997).

This paper is focused on congestion control using
fuzzy control for end-to-end TCP. Empirical evidence
has shown deficiencies in the performance, includ-
ing cyclic behavior, for the standard Internet TCP
congestion avoidance algorithm proposed by Jacob-
son (Jacobson, 1988). The approach here presented
is different from other previous work on fuzzy TCP
as in (Loukas et al., 2000), (Gan et al., 1999), which
were mainly devoted to a fuzzy random early detection
(RED).

In the next section, some relevant aspects of the fuzzy
logic theory will be reviewed. The general control
problem of TCP is then stated, following an analysis
of suitability of the fuzzy logic approach. Next, the
proposal is formalized. The paper will end with the
study of a simple TCP case, along with some simula-
tions we carried out.



2. MOTIVATION

The widely accepted congestion avoidance algorithms
for the Internet Transmission Control Protocol (TCP)
is based on a variable-structure window size update
law. For instance, we can consider the simplified ver-
sion of Jacobson’s congestion avoidance algorithm:

IF (CONGESTION IS ON) THEN W = W /2
ELSEW =W +1/W

where, as congestion is detected, the multiplicative
decrease is applied to the window size; otherwise, an
additive increase is used.

The strategy above assumes that: a) there are just two
possible network states: NORMAL OPERATION and
CONGESTION; b) the network state can be inferred
from the feedback information; and c) the window up-
dates will drive eventually the source to the optimum
throughput.

This previous logic rule can also be expressed in terms
of the following expression:

We=W,_ +wf(W_)+w,fy(W_,) @

where f; and f, stand for the increase and decrease
update laws, and w;, w, are logic values which rep-
resent the normal and congestion operating modes
respectively and they are mutually exclusive, that is:
w,w, €1{0,1}; w =w,.

Unfortunately, the Internet congestion appears to be
very complex and a simple update law like (1) does not
always give satisfactory results. From the observation
of the network behavior what can be found is that: a)
there are many complex possible network states; b)
the feedback information: duplicate ACK and time-
outs, do not provide enough information in order to
determine the exact current network state; c¢) the ad-
hoc window update laws of additive increase and mul-
tiplicative decrease, even in cases when they bring the
system to a stable mode, do not necessarily correspond
to the optimum throughput at the source.

From the example above what is apparent is that if
binary logic update rules are used, then, there is no
possibility of tuning because just one of the increase
or decrease laws can be selected at each update time.

A fuzzy logic rule can be stated in the same fashion
as that of the example, though now the states NOR-
MAL and CONGESTION are represented by means
of a fuzzy set, and they will have associated fuzzy
membership functions. So, any notification from the
feedback information will result in a weighted combi-
nation of both update laws.

The hard part of this approach is how to find the mem-
bership functions for every state that better describe
the network condition and, furthermore, that should be
capable of driving the system to the optimum through-

put. In order to do that we should define an objective
function with a global maximum. As regards the mem-
bership functions, two alternatives are possible: non-
adaptive (off-line tuning) or adaptive (on-line tuning).
The first ones have less computation cost, but at the
expense of poorer global results. In the next section,
the problem will be stated in a general form.

3. FUZZY TCP

As it has been shown in the previous section, conges-
tion avoidance is in essence a selection process of the
best window size update for a given network condition
observed from some feedback data. In the approach
presented in this paper, this selection will actually be
a fuzzy selection, that is a weighted combination of
the update laws inferred from the defuzzification of a
set of fuzzy rules.

In our proposed fuzzy TCP scheme, the window size
update law is selected from a set of n different avail-
able allocation policies:

We=W,_, + _ w(p(kT),0)f,(W,_;) (2

1=

where p(t) corresponds to the network feedback no-
tifications: duplicate acknowledgements, time-outs,
etc.; f;(W,_,) are the available allocation policies at
the source: additive increase, multiplicative decrease,
slow-start, fast retransmit and fast recovery, etc.; and
W = w(p,0) stand for the fuzzy basis functions
(FBF) (Wang, 1993) with adjustable parameters 6 and
so that:

w=1 3)

M=

0<w <1 ;

i=1

In any of the current TCP implementations, the func-
tions w;(p, 6) are nonadaptive, mutually exclusive and
binary. So, in terms of logic, the rules governing (1)
are based on binary or bivalent logic. In the method
proposed here, fuzzy logic is used instead of binary
logic. So, there will be a gradation between 0 (FALSE)
and 1 (TRUE) of the value of the functions w; in (3).

The TCP is therefore governed by means of a non-
linear Takagi-Sugeno fuzzy controller (Passino and
Yurkovich, 1996) with the following fuzzy rule base:

R;: IF p(kT) is P, 4)
THEN AW, = f,(W,_,), i=1...n

Let 1;(p(¢)) be the membership function associated
with the fuzzy set P,. These functions can be inter-
preted as the degree of likelihood of the network being
at the operating mode represented by P, (NORMAL,
CONGESTION, etc.), for the current observed net-
work conditions p(f).
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Fig. 1. The network feedback loop.

In order to verify (3), functions ; should be normal-
ized to w; (FBF):

. K(p)
@)= S L) 2

4. THE OPTIMIZATION PROCESS

The objective of the fuzzy controller in Figure 1 is
to find the optimal combination of the update laws.
This optimality can be expressed by using a function
objective U:

U=a@.(X:)—g(X) (6)

where @,(X,) is, as in (Kelly, 2001), the urility func-
tion, an increasing and strictly concave function of the
rate of acknowledged packets X,, and ¢ is the cost
function, an increasing and strictly convex function of
the rate of lost packets X;. The maximum of this func-
tion, that is, the point where the utility most exceeds
the cost, is the optimum.

The instantaneous rate of lost packets X; should be
determined from the feedback network information
p(t) (duplicate acks, time-out, etc.), while the instan-
taneous rate of ack packets X, can easily be derived
afterwards:

Xa(kT) = X (KT) = X, (p(kT)) (M

where X (kT) = % is the total instantaneous through-
put.

Problem statement Given an observed network con-
ditions p(kT), adapt the parameters 6 of the FBF
w,(p(kT), 0) in order to allocate the window size W
which maximizes the objective function U.

The problem stated above is a nonlinear programming
problem. It is necessary to use a search technique, like
the steepest ascent gradient method:

ou
8,=6,_,+0 5 8)
! a0 |,
0O is the learning rate and it can be made variable if it
is used a variable step-size algorithm.

The gradient of the objective function g—g in (8) has to
be estimated. By using the chain rule, and assuming a
constant round-trip time, the gradient can be decom-
posed as follows:
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where, for the sake of clearness, the membership func-
tion indices i have been dropped.

The analytic expression X, (p(kT')) is unknown, so this
gradient has to be estimated. The simplest estimate
that can be used is derived from the method of finite
differences:

X, —X

X Ik lk—1 —w > €
d_o; ~ wk_o)kfl |a)k k—1| = (13)
k 0

otherwise

The main advantage of this estimate is its simple al-
gorithm, however the estimation is very noise sensi-
tive. So, it may not be very accurate in a practical
implementation, and other gradient estimators should
be employed, as those based on stochastic perturbation
(Spall, 1998).

If the round-trip time is not constant, a new unknown
term 3—2 will appear in (10). It can be estimated in the
same way as (13).

5. A SIMPLE TCP CASE

In this section, a simple case is considered based on Ja-
cobson’s algorithm with just two update policies: ad-
ditive increase and multiplicative decrease (no FRFR,
ECN (Floyd, 1998), RED (Floyd and Jacobson, 1993),
etc.), with round-trip time 7 constant. As shown in
(Kelly, 2001), the window size update behavior can be
approximated by means of a continuous ow model:

2

W,
We=W, +(1=p@)—p()=—+  (14)

where p(t) is the probability of congestion, the first
term stands for the additive increase policy, whereas
the second term stands for the multiplicative decrease
policy. In the fuzzy approach, the following equation
replaces this last expression:
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k—1

Wi
Wer =W+ 0 -0, —— (15)
where now the w;, ), functions are the fuzzy basis
functions (5).

The associated membership functions will depend on
all the available information from the network con-
dition. In a typical TCP Reno application, that in-
formation comprises: Source state: window size W ;
Estimated round-trip time: 7} ; Duplicate acknowledg-
ments; Time-out.

It is assumed that a way to estimate the instantaneous
lost packet rate X; from the above information has
been already implemented at the source. A new pa-
rameter is defined as n = %, i.e. the estimated rate of
lost packets.

If the fuzzy controller that is to be used is nonadap-
tive, i.e., the tuning of the membership functions is
carried out off-line, then it suffices to choose a simple
asymmetrical z-shaped and s-shaped fuzzy member-
ship functions pair. They are defined as follows:

Wi(n) =1 —p(n,n;,ny) (16)
l-ld(”) = /J(n,ndl,ndz) (17)
0, x<6
B 2
2(5‘_991), 6, <x<6,
p(x,6,,6,) = 29 )
1—2(2"%) . g <x<6
5,9 ) 0°F=%
I, x>6,

where 6, = 92;9‘ ,and ; and QU are the corresponding
membership functions for the NORMAL and CON-
GESTION modes. Their shapes are depicted in Figure
2.
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Fig. 2. Membership functions for simple TCP .

If a nonadaptive fuzzy controller does not give good
results, adaptation or online learning is needed. An
adaptive fuzzy controller requires continuous mem-
bership functions with strictly positive values for the
domain of n, so that any change in the congestion
indicator n can be detected because of a correspond-
ing change in the membership value. A very common
option is to use the sigmoid function, which is defined
as follows:

;= H(1—n,ci,0p) (18)
IJd = I‘l(nacd()ao-d()) (19)
1
U(x7 617 92) =

~ T+exp(—6,(x—6,))

where W; and [, are the initial functions associated
with the NORMAL and CONGESTION operation re-
spectively. The parameters 8, and 6, are to be updated
every round-trip time by the adaptive law (8).

6. SIMULATIONS

In order to show the crucial role played by the suitabil-
ity of the parameters tuning in the fuzzy membership
functions, a set of simulations has been carried out
to compare the results obtained by the nonadaptive
and the adaptive fuzzy controllers. In the case of the
nonadaptive controller, two different parameter values
of the membership functions in (18) are tested, as it is
shown in Table 1. The initial values for the adaptive
controller are also shown in this table.

Table 1. Parameter values.

L L R L)

Case 1 0.1 09 0.1 0.9
Case 2 04 06 04 0.6
Co G0 € g

Adaptive 0 50 1 50

The objective function (6) used in this simulations has
some similarities with that used in (Kelly, 2001) and it
is defined as follows:

Ut) = % arctan(X,) —n? (20)

The first study case is a hypothetical situation where
initially there is no congestion signal but after some
time has elapsed (t = 50 s) a fixed and independent
signal of n = 0.2 is detected. This can be interpreted as
a situation when most of the bandwith is shared with
other users, so that the change in window size at the
source will not actually modify the congestion status.
In the second case considered, the ow is limited up
to a window size W, = 50. Therefore, any packet sent
above this size will be lost.

In Figure 3 the evolution of the objective function
(6) U(t) is shown. Before the congestion signal is
detected, the fuzzy TCP and Reno algorithms have the
same increasing evolution. After the congestion starts,
Reno and fuzzy case 1 offer poor results, while fuzzy
case 2 and the adaptive fuzzy controller are able to
soften the loss.

Figure 4 shows the results obtained for the second
study case. In this case, the network cannot accept
any window size above W, = 50, therefore conges-
tion is detected when the window size exceeds this
value. TCP Reno shows a good behavior, although
nonadaptive fuzzy case 1 and the adaptive case yield
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Fig. 3. Values of the objective function U for different
TCP schemes when a fixed congestion n = 0.2 is
detected.

similar results. It is obvious that in this situation the
best solution is to keep the congestion at level n = 0,
because any increase in the window size would reduce
the value of the objective function U. The worst result
corresponds to nonadaptive fuzzy case 2, because the
centers of the membership functions are too close to
detect a small congestion signal.
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Fig. 4. Values of the objective function U for differ-
ent TCP schemes for a maximum window size

W, = 50.

Finally, in Figure 5 the evolution on the shape of the
membership functions for the adaptive controller is
shown. When a fixed congestion signal is detected, the
function associated with the normal operation is kept
around its original position, whereas the congestion
function is shifted into the full congestion area. The
reason for this result is that in the present network
condition the decreasing action should be kept close
to zero, while the increasing action, that is already at
full value, does not need any further adaptation. When
the window size has a maximum value, both functions
are shifted to the low-congestion area, that is, the
increasing region is progressively reduced whereas
the decreasing region is enlarged until an equilibrium
point is reached.
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Fig. 5. Initial distribution of the membership functions
and after adaptation.

7. FUZZY SLOW-START

In this section, we outline the design process for
considering the slow-start algorithm implementation
within a fuzzy framework.

In the slow start phase, two update laws have to be
considered:

fsoW) = =W, +1 2h
fssl (Wk) = Wk (22)

fis0 stands for the initial setting of the window to 1.
fis1 stands for the exponential window increase.

In TCP Reno, when the window size is less than
ssthresh or when a timeout has occurred, the slow-start
algorithm is initiated and performed until the window
size arrives at ssthresh, when the congestion avoidance
phase is resumed. We keep this binary and exclusive
condition can be kept.

IF TIMEOUT OR (W < ssthresh) (23)
THEN W, =W,_, + fssO(Wk—l)

From a fuzzy perspective, we can consider a fuzzy
ssthresh, like in Figure 6, where there can be found
three different regions: for low values of the window
size, the system is in the slow-start phase, for large
values of the window size, the system is in the conges-
tion avoidance phase, and for values around ssthresh,
the system is in a transition region, where a weighted
combination of both laws is performed. The sstresh
value in Figure 6 can be adapted (as actually is car-
ried out in TCP Reno). Furthermore, the span of the
transition region can be adapted as well.

8. CONCLUSIONS

Due to the complexity of the congestion control prob-
lem in TCP for the Internet, fuzzy inference of the
window size update law at the source seems to be a
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Fig. 6. Fuzzy slow-start threshold.

better solution than conventional TCP based on logi-
cal rules. This new approach has not been previously
reported in the literature.

The application of a fuzzy logic-based control tech-
nique turns the design problem into an optimization
process. The simulations carried out have shown that
a nonadaptive fuzzy update law cannot perform ade-
quately at some of the many different possible com-
plex states of the network. Therefore, parameter adap-
tation is needed in order to allow the membership
functions to reshape as a result of a change in the
network condition. From the preliminary results ob-
tained in the simulations, it can be concluded that
the proposed Fuzzy TCP can perform better than the
conventional TCP. Although the example given is a
simplified version of TCP, the proposed algorithm can
be easily extended to more general cases.

The object of our current research work is twofold: a
theoretical analysis of the structural conditions of the
fuzzy controllers that guarantee convergence, and a
study of fairness, friendliness and optimality for the
whole or a part of the network controlled with the
proposed fuzzy algorithm. Furthermor e, the proposed
controller is going to be tested with a more realistic
simulator, where the use of a stochastic estimator for
the gradient will be required.
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