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Abstract: Emerging IT technologies, specially Internet communication and web-based appli-
cations are adopted to the modern distributed control systems. This paper defines a functional
framework for the web-based application of a distributed control system connected by In-
ternet. XML (eXtensible Markup Language) is used for representing a control system and
control devices. These IT technologies makes a distributed control system more flexible and
scalable than existing distributed systems with the standard RMI protocols such as CORBA
or DCOM.
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1. INTRODUCTION based software components, a distributed control sys-
tem becomes more flexible and manageable.

Modern Internet and information technology(IT) en-
ables control systems to utilize the distributed en-
vironment connected by high speed networks, such
as field-buses, Ethernet, ATM, and wireless net-
works. With adopting these information technologies
in WAN(Wide Area Network), the geometric range for

a distributed control system becomes wider and wider, e Since two major middleware standards, DCOM

and in turn, a new software framework is required for and CORBA, are not compatible with each other,

this new environment(Lee and Park, 2000). itis hard to maintain the interoperability between
them(Changt al., 2000).

e Since the network messages for these middle-
wares hardly pass through the security barrier
like a firewall, they are not likely used in the dis-
tributed control systems across the WAN bound-
aries.

e Since these middlewares are primarily developed
for the general-purpose operating systems such
as Microsoft Windows or Unix, it is difficult
to apply them to the embedded control systems
directly(Chenret al., 1999; Chisholm, 1997).

However, because these middlewares are developed
primarily for the general Internet-based applications,
they have inherently several problems to be directly
used for the control systems(Grimes, 1997; Daniel and
Vallee, 1999).

A software for the Internet-based distributed control
systems is usually designed using the standard soft-
ware components that operate on the top of the in-
dustry standard middlewares such as CORBA (Com-
mon Object Request Broker Architecture) from OMG
(Object Management Group) (OMG, 1996; Orfeli

al., 1998) and COM (Component Object Model) from
Microsoft(Microsoft, 1996; Caron, 2000). With using
these kinds of middlewares that support the network-
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Fig. 1. GlobalControlDomain

To overcomethesedifficulties in using CORBA or
DCOM, anew protocol SQAP (SimpleObjectAccess
Protocol),is proposedisa RMI(RemoteMethodInvo-
cation) for the Web-basedpplications.Since SQAP
usesHTTP(HyperText TransferProtocol),it is suit-
ablefor designinga controlsystemsn WAN erviron-
ment.However, the currentversionof SOAP standard
definesonly a simple protocol format for a remote
methodinvocation,a SOQAP messagstructureshould
be definedin detail to use SQAP for a distributed
controlsystem.This paperdefinesghe SOAP message
structurefor a distributed control systemfor the re-
motemonitoringandcontrol.

This paperis organizedas follows. Section?2 intro-

ducesthe backgroundtechnologiesthat are needed
to designthe control system.Section3 proposesa

controldomainand SOAP messagstructure.Section
4 demonstratetheimplementatiorexample.

2. BACKGROUND TECHNOLOGY
2.1 eXtensible Markup Language(XML)

XML, a standardprotocol definedby W3 organiza-

2.2 Smple Object Access Protocol

SQAP (Simple Object AccessProtocol)is a HTTP-
basedRMI(RemoteMethod Invocation)protocoland

hasamessagstructuredefinedoy XML standard(Sturm,

2000).Sinceonly awebsenermoduleis necessarjo
use SOAP, rangesof embeddectontrol systemsare
ableto maintaininteroperabilitywith otherplatforms
using SOAP. The paclet format of SQAP is similar
to that of existing ORPC(ObjectRemoteProcedure
Call) thatis usedin DCOM or CORBA [IOP/GIOR
This similarity makesit easyto corvert mostof the
existing objectsand methodswritten in DCOM and
CORBA to SQAP-basedbjectsandmethodsFor the
object referencesand method requests, SQAP uses
URL(Uniform Resourcelocator) and URI(Uniform
Resourcédentifier)(Box,200(). EvenSQAP hasthe
samefunctionasORPC,SQAP hasfollowing advan-
tagesover otherRMI methods#First, sinceSQAP is a
plaintext, it is easyto bind variousprotocols.Second,
while 1IOP(InternetinterrORB Protocol)of CORBA
andJava RMI requirevery bulky infrastructurefor a
remoteobjectreferencer agarbageollection,SQAP
doesnt requireit.

3. WEB-BASED FRAMEWORK FORCONTROL
DOMAIN

This sectiondefinesthe SOAP messagdormat and
XML documentfor the application software for a
distributedcontrolsystem.

A large distributed control system definedasa con-
trol domain,consistsof several sub-domainghatin-
clude multiple devices as shown in Figure 1. Inter-
networking betweencontrol domainsis gatedby a
proxy server. The proxy sener betweencontrol sub-
domainsgives several merits. First, the proxy sener
canmoderatethe network traffic, thatis very impor-
tantissuefor the real-time operationof control sys-
tems.If areal-timecontrolsysteris opento thepublic
Internet,it experienceshigh network load aswell as
attackingfrom outside.For the real-time operation,

tion,isameta-languagt describeotherlanguages(Bray the network betweencontrol devices should be iso-

et al., 2000).Sincetheunderlyingphilosophyof XML
aimsflexibility andportability, it is possibleto design
a platform-independenRMI using XML. XML can
be consideredas two kinds of objects:a document
and data. XML as a document,is usedto make a
documentand definetagsandtechnologiesXML as
a data,is consideredas a transfersyntaxas well as
datatypes(Box,200@). In addition,hierarchicaldata
structureof XML is very useful to corvey the in-
ternal data structurebetweenthe distributed control
systems.Recently to utilize XML data more effi-
ciently, XML Information Set(XML InfoSet)is pro-
posed.With XML InfoSet,network traffic canbe re-
ducedfor thereal-timecommunication.

latedfrom the public Internet.This isolationis easily
achieved by usingthe proxy sener, with which each
control devices exchangetheir datawith eachother
withoutbeinginterruptedrom theoutsidetraffic. Sec-
ond, the proxy sener can maintaina high level of
security Real-timecontrol systemcan be efficiently
protectedrom the active attackssuchasDOS(Denial
of Service).Lastbut importantpointis to compensate
the inherit statelesoperationof SQAP. Without ary
stateinformation,maintainingthe controlinformation
efficiently is almostimpossibleandlargenetwork load
is usually injected. But with a proxy sener, state-
orientedcommunicationcan be efficiently managed
evenSQAP itself doesnt supportit(Microsoft, 2000).
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3.1 Control Domain Abstraction

To useSQAP for a controldomain,a controldomain
itself aswell asthe servicesprovided by the control
devicesshouldbewell definedin XML format. These
definitionsare called Domain Description Language
(DDL) and Service Description Language (SDL) re-
spectvely, and they residein the proxy sener that
represents particularcontroldomain.

Figure 2 shaws the proposedXML schemaof DDL
for a controldomain.A DDL consistsof threemajor
elementsdonmai nNane, devi ceCount , andde-
vi celLi st. domai nNane representdhe name of
current control domain.devi ceCount meansthe
number of devices registeredin a control domain.
The deviceswithin a control domainis describedn
thedevi ceLi st thathastwo elementsdevi ce-
Name and devi ceAddr ess. With devi ceNane
element, user can fetch its SDL (deviceName.sdl)
from a proxy sener, and, in turn, get servicesand
parametersA devi ceAddr ess elementis usedto
inform the proxy sener of the physicaladdresf a
device. In Internet,devi ceAddr ess is represented
by IP Addressor hostname.

3.2 SOAP Message for Control Domain

This sectionproposesa SQAP messagdormat for a
control domain whose abstractionis definedin the

<! ELEMENT
<! ATTLI ST

SOAP- ENV: Envel ope ( SOAP- ENV: Header ) >
SOAP- ENV: Envel ope xnml ns: xsi CDATA #REQUI RED
xnl ns: SOAP- ENV  CDATA #REQUI RED >

<! ELEMENT SOAP- ENV: Header
<! ATTLI ST SOAP- ENV: Header
<! ELEMENT trans:transfer

(trans:transfer , const:constr
xsi:type CDATA #REQUI RED >
(trans:to , trans:from)>
<! ATTLI ST trans:transfer xni ns: trans CDATA #REQUI RED

xm ns: agr CDATA #REQUI RED
SOAP- ENV: nust Under st and CDATA #REQUI RED>
<! ELEMENT trans:to (trans:address )>
<! ELEMENT trans: address EMPTY>
<! ATTLI ST trans: address xsi:type CDATA #| MPLI ED >
<! ELEMENT trans:from (trans: address )>
<! ELEMENT const:constraint (const:tinmestanp , const:tinmeout
<! ATTLI ST const:properties xn ns:const CDATA #REQUI RED
SOAP- ENV: nust Under st and CDATA #REQUI RED>
(#PCDATA ) >
(#PCDATA ) >

<! ELEMENT
<! ELEMENT

const: timestanp
const: ti meout

Fig. 4. SQAP Control Tags

previoussection SincecurrentSQAP standardiefines
only the minimal setof SOAP headerthe detail struc-
ture of headerandbody for a specificdomainshould
be defined.Figure 3 shows the SOAP messagstruc-
turefor the controldomainproposedn this paper

3.2.1. Control Tags Figure 4 shaws the internal
structureof SOAP headerusedin this paper As de-
scribedabove,thecontroldomaindefinedn this paper
usesa proxy sener, all information relatedto mes-
sagetransfershouldbe registeredin the proxy sener.

This information includes addressinformation and
timing constrainrequiredfor thereal-timecontrol. To

provide information of control devicesfor the proxy
sener, control tag is definedin SQAP header that
includestwo tags.

transfer tag
In the controldomainproposedn this paper since
control devices are isolatedfrom the external do-
mainsas describedabove, usershouldprovide all
of the information to drive a device in order that
a proxy sener couldinterfacewith control devices
insteadof clients. For this purpose,a mandatory
elementt ransfer tag,isdefinedtransfer
t ag includesthe location information of SQAP
messagsourceanddestination.

constraint tag
A constrainttag containsthe timing informationto
decidewhetheratranferrednessageneetshereal-
time constraintsor not. Senderrecordsthe times-
tampin at i mest anp elementandtimeoutvalue
inati meout elementlf thetimeoutvalueis ex-
pired, a messageas consideredas an invalid mes-
sage.

3.2.2. Service Call  For the securityreasona user
is requiredto be authorizedfor accessinghe control
system.A proxy sener canauthorizeuserto access
the control domain using an industry standardau-
thenticatiormechanismAfter authenticatiorprocess,
userscan obtain the domain information written in
DDL andSDL from the proxy sener. With the infor-
mationobtainedthe servicerequestindtheresponse

aint )>
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<?xnl version="1.0" ?> <serviceDescription
nanme="SoapSer vi ce"
xm ns="urn: schemas- xn soap- or g: sdl . 2000- 01- 25"
xm ns: dt="http://ww.w3. or g/ 1999/ XM_Schena"
xm ns: ss ="#Si npl eStuff">
<i nport nanespace="#Si npl eStuff"
| ocation ="#SinpleStuff"/>
<soap xm ns="urn:schenmas-xnl soap- or g: soap- sdl - 2000- 01- 25"
<service>
<r equest Response nane="Met hod" >
<request ref="ss: MethodReq" />
<response ref="ss: Met hodRes" />
</ request Response>
</ service>
</ soap>
<ss:schema id="SinpleStuff"
target Namespace="http://server-url/services.xn"
xm ns:dt="http://ww. w3. or g/ 1999/ XM.Scherma"
xm ns="http://ww. w3. or g/ 1999/ XM_Schema" >
<el ement nane="Met hodReq"/ >
<type>
<el enent nane="Input" type="dt:int" />
</type>
<el ement nane="Met hodRes" >
<type>
<el enent nane="CQut put" type="dt:int" />
</type>
</ el ement >
</ ss: schena>
</ servi ceDescri ption>

Fig. 6. ServiceDescriptionLanguageExample

messagegre exchangedas shovn in Figure 5. The
internalstructureof therequestindresponsenessage
writtenin SDL is shovnin Figure6.

3.3 Registration and Management of Control Devices

SinceDDL locatesin the proxy sener, eachdevice
mustregisterits servicego the proxy sener. A control
device canregisterits IP addresandSDL to theproxy
sener througha web servicedefinedin Figure9. As
shavn in Figure 7, when the proxy sener receves
a registration messagdrom a device, it determines
whethera device is already registeredin the de-
vi celLi st ornot. If adeviceis notregisteredin the
list, the proxy sener addsa new device into the list.
Otherwisejt justupdategheinformationof thedevice
in thelist.

After the registration processcompletes,the proxy
sener usesthe CheckDevi ce methodto checkthe
deviceis removedfrom adomain.If thedevicereturns
failurecodeor doesnt respondo theCheckDevi ce

\Y%
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a SetDevice Method ?j

No

Update device

Increase count
and
Add device in a list

Call
a CheckDevice Method
to each device in a list
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and
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®

Fig. 8. RegistrationProcesstateDiagramata Control
Device

ProtoType : bool ean Set Regi ster(string,

int CheckDevi ce(int);

string, string);

<ss:schema id="RegisterStuff"
target Nanmespace="http://server-url/services. xm"
xm ns: dt="http://ww. w3. or g/ 1999/ XM_Schena"
xm ns="http://ww. w3. or g/ 1999/ XM_Schema" >
<el ement nane="Set Regi st er Req"/ >
<type>
<el ement nanme="Addr" type="dt:string" />
<el ement nane="Domai nName" type="dt:string" />
<el ement nane="SDL" type="dt:string" />
</type>
<el ement nane="Set Regi st er Res" >
<type>
<el enent nane="Ret ur eCode"
</type>
</ el ement >
</ ss: schema>

type="dt: bool ean" />

<ssl:schema id="HeartbeatStuff"
target Nanmespace="http://server-url/services. xm"
xm ns: dt="http://ww. w3. or g/ 1999/ XM_Schena"
xm ns="http://ww. w3. or g/ 1999/ XM_Schema" >
<el ement nane="CheckDevi ceReq"/ >
<type>
<el ement nane="Connecti onRef erence" type="dt:int"|
</type>
<el ement nane="CheckDevi ceRes" >
<type>
<el ement nane="Ref erenceVal ue" type="dt:int" />
</type>
</ el ement >
</ ssl: schema>

Fig. 9. SDL of RegistrationandManagemenilethods
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messagethe proxy sener assumeghat it is not in
a domainand removesit from the list. On the con-
trary, if thereis no CheckDevi ce messagéom the
proxy sener during a certainperiod,a control device
requestsa registrationprocessasshovn in Figure8.

3.4 Basic Control Services

To adopt the SQAP protocol to the control sys-
tems, basic control servicesshould be defined.Fig-
ure 10 shaws four service categyories: Basi cDe-
Vi ce, Basi cReadabl e, Basi cWitabl e, and
Basi cEvent . Basi cDei ve includesthe funda-
mentalservicessuchasdevice initialization andoper

ationcontrol.Basi cReadabl e andBasi cWi t abl e

provide the servicesneccessaryor readingand writ-
ing data from/to the control systems.Last service
group,Basi cEvent , includesthe servicesusedfor

- E|
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g SAMSUN DO

7 s AL An |

o o Gt

Fig. 12. Implementedevice’s Methods

the eventhandlingthatplaysanimportantrole for the
control systemmonitoring. The interfaceinformation
of the basiccontrol serviceswritten in SDL(Service
Description Language)is exported to the exteranl
users.To usetheseserviceswithin a control domain,
theprocedurakequencés shovn in thesequenceélia-
gramof Figurel1l.

4. IMPLEMENTATION

Using the Web-basedframeaworks proposedin this
paper a demonstratiorsystemis implemented.Tar
get application domain is a distributed controller
for a semiconductomanufcturing machine, Sam-
sungs commercialchip mounter(SamsungCP-40).
To demonstratéhe O/S-independertharacteristicef
theprotocolthedevicesin thedomainaredesignean
two differentoperatingsystemsMicrosoft Windows
andembedded.inux.

SEMI (SemiconductoEquipmentandMaterial Inter-
nationallnc.) introducedhe SECS(SEMI Equipment
CommunicatiorStandardprotocolto reducethe cost
andto improve communicatioraebility betweenhosts
andequipmentsThis protocolconsisteof SECS-Ifor
themessageommunicatiorandSECS-IIfor themes-
sageformat. SECS-lusespoint-to-pointprotocolsuch
asRS-232.Recently HSMS (High-SpeedSECSSer
vice) basedon TCP/IPis usedwidely. GEM(Generic
Model for Communicationsand Control of SEMI
Equipment)is theprotocolthatis usedbetweersemi-
conductorequipmentand host computeron the top
of SECS-I,Il andHSMS. In this paper the proposed
SQAP messagés usedto integrateGEM-basedsemi-
conductomanufgcturingmachines.

Implementedsystemconsistsof a proxy sener and
several devices. The proxy sener is implementedon
a Microsoft Windows 2000 platform and 11S5.0. It
storesand suppliesthe device’s informationin DDL
andexchangevariousSQAP messagedAs anauthen-
tication protocol, the Kerberos authenticationproto-
col is used,that is also independentof platforms.
Varioustarget control devices are implementedwith



Microsoft Windows family(2000,CE) andembedded
Linux. Figure12 shavs ademonstratiorsystem.

5. CONCLUSIONS

Emeging IT technology speciallylnternetand web-

basedcommunicationjs likely to be adoptecto dis-

tributed control systemsrecently This paperdefines
web-basedontroldomainconnectedy Internet,and

proposesa functional framework for it. Control do-

mainsdefinedin this paperare connectedwvith each
othervia a proxy sener. Underthe control of proxy

sener, the real-time operationand the security of

controldomaincanbe maintainedsystematicallyFor

opennessa control domain and control devices are
abstracteth XML, andSQAP is usedfor RMI(remote
methodinvocation).Basedon SQAP, a setof services
for the control and monitoring operationare defined.
With adoptingtheselT technologies,a distributed
control systembecomesmore flexible and scalable
thanexisting distributedsystemseventhey usea stan-
dardRMI methodsuchasCORBA or DCOM. At last,

the proposedorotocolscanbe easilyimplementedn

the control devices regardlessof operatingsystems,
total costsand developingtime canbe reduced One
drawbackof the proposedprotocolis high overhead
causedy raw XML dataandHTTP protocols.These
problemscanbe, however, reducedwvith XML Infoset
mechanisnandothermethods.
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