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Abstract: A method for fault detection in industrial systems is presented. Plant
devices, sensors, actuators and diagnostic tests are described as stochastic Finite State
Machines. A formal composition rule of these elementary models is given to obtain:
(a) the set of admissible fault signatures, (b) their conditional probability given any
fault event, (c) the conditional probability of a fault givena prescribed signature.
The modularity and flexibility of this approach make it suitable to deal with complex
systems made by a large number of elementary models.
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1. INTRODUCTION

In most cases, industrial diagnostic systems are
built by combining a number of information com-
ing from many different sources, such as empir-
ical kno wledge,hardware redundancy tests, sta-
tistical inference, static and dynamic analytical
relations based on mass and energy balance equa-
tions, qualitative modeling of the fault propa-
gation flows. Each one of these approaches has
been extensively studied in the literature and a
number of algorithms and theoretical results are
now ada ysavailable, see for example the books
(Basseville and Nikiforov, 1993), (P atton et al.,
1989), (Gertler, 1998) and the references reported
there for statistical and analytical approaches,
and the papers (De V ries,1990), (Visnaw adham
and Johnson, 1988), (Iri et al., 1979), (Kokaw a
et al., 1983), (Koscielny, 1995), (Guan and Gra-
ham, 1994), (Kleer et al., 1992) for methods based
on the so-called fault tree analysis, on propagation
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digraphs and on Artificial Intelligence techniques.
How ewer, there is still the need of an approach
allo wing to merge in a rigorous and easy way all
these tec hniques and possessing enhanced modu
larity and flexibility characteristics for the rapid
analysis and prototyping of the diagnostic strate-
gies.

In this paper, a new approach is presented to
face these requirements. The diagnostic system
is supposed to be composed by apparatuses and
tests. The apparatuses are plant devices, sensors,
actuators, transmission lines, softw arecode and
an yother material or immaterial element of the
system under diagnosis which can be subject to
faults. The tests are analytical and hardware re-
dundancies, signal analysis algorithms, logical re-
lations betw een variables and any other source
of information on the presence of faults designed
with whichever technique. Both apparatuses and
tests are described as stochastic Finite State Ma-
chines (FSM) whose states represent the safe or
fault behavior of apparatuses or the detection of
normal and abnormal conditions by the tests. The
transitions betw eenstates are probabilistic and



forced by events, which describe the occurrence of
faults or normal working conditions. Associated
to apparatuses and tests there are also alarms,
whose status (switched off/on) is deterministi-
cally defined by the current status of the FSM.
By assigning the transition probabilities and the
marginal probabilities of the safe and fault events,
through simple composition rules it is possible
to determine the feasible configurations of alarms
(the signatures) given any event and their con-
ditional probability. This is useful in the design
of the diagnostic system to assess its capability to
correctly identify and isolate the faults. Moreover,
it represents a fundamental aid in the tuning
of the thresholds used in the diagnostic tests to
assess the presence of faults. Finally, with this
approach, one can also determine the probability
of a fault event given any fault signature during
plant operations.

The use of FSM to describe the system under diag-
nosis has already been presented in the literature
by (Sampath et al., 1996), where a fault observer
was derived using the information provided by the
sequence of events registered in working condi-
tions. With respect to that work, the approach
proposed here, which represents an extension to
the stochastic case of the method described in
(Magni et al., 2000), (Magni et al., 2002), puts
the emphasis on the modularity of the descrip-
tion of the overall system, besides introducing a
probabilistic point of view, which is believed to be
mandatory in many practical applications.

The technique here proposed has already been
used in an industrial automotive application to
study a diagnostic strategy for the isolation of
the faults of the throttle body, the intake mani-
fold, the accelerator and brake pedals, the com-
bustion chamber and a number of sensors. On
the whole, a diagnostic strategy with 20 tests
has been analyzed for the isolation of 21 faults,
see (Ravara, 1999) for the deterministic analysis
and (Barigozzi, 2000) for its extension to the
stochastic case. The achieved results are totally
in agreement with those provided by a standard
FMEA analysis, which however required much
more effort for its development. Due to its com-
plexity, this industrial case is not reported here,
except for a smaller ad more tractable subproblem
(two apparatuses, one test, four fault events, three
outputs). This related problem of reduced size is
used in the paper as a worked example to illustrate
step by step the development of the diagnostic
procedure and to highlight the potentialities of
this approach.

2. MODELING DIAGNOSTIC SYSTEMS
WITH STOCHASTIC AUTOMATA

2.1 Models of apparatuses and tests

A diagnostic system is composed by apparatuses
A and diagnostic tests T. The apparatuses are
physical devices, such as plant elements, sensors,
actuators, as well as immaterial elements com-
posing the overall plant and automation system,
such as software code or control algorithms. The
diagnostic tests T' are used to detect and isolate
the presence of faults, and can be simple opera-
tions such as signal comparisons, or more sophisti-
cated algorithms, like those based on consistency
relations, analytical redundancies, logical propo-
sitions, see (Gertler, 1998), (Patton et al., 1989).

Both apparatuses A and tests T can be described
by the Finite State Machine (F.SM)

FSM = (X7 Y7 E7p7 h)

where the set of states X = {1, ..,z|x|} describes
the normal or the failed behavior of the compo-
nents and the symbol | X| represents the cardinal-
ity of the set X; the outputs ¥ = {y1,..,y;v|} are
the available alarms; the events F = {el, ..,e|E|}
represent the occurrence of faults and govern the
transition between states. Moreover p is the state
transition probability, i.e.

p(zise;) = pij = P(X = x; |E = ¢;)

where P is a discrete probability measure. Obvi-
ously

X|
Y opij=1, Vi=1,.,|E|
i=1

Finally, h : X — Y is the deterministic output
transformation, yr = h(z;), so that the current
state uniquely defines the status of the alarms.

In view of the previous assumptions, the F'SM
is fully described by the Ewvent/State (ES) and
the Output transformation O matrices. The rows
of the matrix ES correspond to the events, its
columns are associated to the states and its el-
ement ES(i,j) is the probability pj; that the
event i forces a transition to the state j, so that
SXVES(i,5) = 1, Vi = 1,..,|E|. As for the
matrix O, its rows correspond to the alarms, while
its columns are associated to the states, hence
O(i,j) is equal to one if the alarm y; is switched
on in state x; and is zero otherwise.

Example 1. Consider a sensor, hereafter called
”sensor 1”7 subject to electrical and functional
faults, described by the events efs1 and ffs
respectively. The electrical fault corresponds to



a short circuit or to an open circuit, while a
functional fault can represent a bias or a long
term drift. The sensor can then be described as
an apparatus, those F'SM has three events: the
fault events efs1, ffs1 and the absence of faults,
or safe conditions s = efs A ff,. Moreover
three states are necessary to describe its status:
the Safe state (Ss1), the Electrical Fault state
(EFs;) and the Functional Fault (FFs). In EFs
the measured signal is permanently out of range
and an electrical test can detect the status of
the apparatus setting to one an output alarm
ys1, while in Sg; and FFy one has yg, = 0.
Obviously, once efs; (ffs1) has occurred, the
status of the sensor is likely to be EFy; (FFs),
but with a quite small probability these events
can lead the apparatus to be in an unexpected
state. For instance, a too small or large selection
of the thresholds in the analysis of the measured
signal can detect safe (Ss1) or electrical fault
(EF1) conditions in the presence of a bias, that
is of a functional fault. For these reasons, the
sensor model can be described by the following
Event/State (ESs1) and Output transformation
O, matrices

Ssq1 EFg FFy
s 1 0 0
ESa= ¢ o057 00 [oos ] M
ffa | 01 ] 0.1 0.8
Ssl EFsl FFsl
Osl = Ys1 | | 1 | 0 |

The analysis of ES,; shows that the ”failed
states” EF and FFy; cannot be reached in safe
conditions; conversely, the occurrence of a fault
event efs; or ffs1 can bring to an ”incorrect”
state. As for the output alarm, it is activated
only when the apparatus is in the state EFj;.
Then, in this example it is not possible to have
a false alarm, while a missed or wrong detection
can happen. Moreover, note that the state F Fy;
is not detected by the measure itself, but its iden-
tification and isolation calls for other diagnostic
tests.

2.2 Composition rules

A formal composition rule of F'SM models is now
derived under the following assumption.

Assumption Al (no simultaneous faults).
The fault events can occur only one at a time and,
once a fault event has occurred, the diagnostic
procedure is completed before the arrival of a new
fault event. This also implies the independency of
the fault events. ]

Note also that each elementary F'SM has a differ-
ent set of outputs Y. This means that an alarm of

an elementary F'SM does not belong to the set of
alarms of any other one. Moreover, the intersec-
tion of the event sets of two FSM describing the
apparatuses contains only the safe event.

Given FSM* = (X', Y, E*,p',h') and FSM? =
(X2,Y?2,E?,p? h?), their synchronous composi-
tion

FSMlZ (X12 le E12 12,h12)

is obtained according to the following rules, which
can be viewed as the extension to the stochastic
case of the synchronous composition rules of de-
terministic automata described in (Cassandras et
al., 1995).

X?=X"'xX?

12 1 1 2 2
Y = {yla"7y‘Y1|7y17"7y‘Y2|}

E? =E'UE?
p? o pl(e; x a3)ier) = pijk
P(z}ler) - P(2?|ex) if e € (E1 ﬂEz)
L P o) PG ) if (en € BN A
P(x}|s)- P(x 2|€1c) if (ex ¢ E') A

where s is the safe event

<=3

In the composition of F'SM models it can hap-
pen that some composite states (zj x x3) are
unreachable by any event, that is p;j = 0, Vk =
1,...,|E'2|; these states must be eliminated be-
fore proceeding in the composition of the overall
model. It is easy to verify that, if e, ¢ (E' N
E?) and P(z;|s) = 0, Vz; # S, where S is the
safe state, the probability of any composite state
(z} xx?), with z; # S and ;L“f # S, given any event
belonging to E'? is always zero and this composite
state (z} x 23) must be removed from X'?, so
greatly reducing the dimension of the state space

to be analyzed.

The algorithmic implementation of the compo-
sition rules above is the following: given the
FEvent/State matrices ES; and ES,, the Event/
State matrix ESy» of the composite model has a
number of rows equal to |E'?| and a number of
columns equal to |X'2|. The (i,) term of ESy,

(2)

(ex ¢ E?)
(ek € EQ)



corresponding to the event e; and to the state
xj? = (z, x x7) is obtained as: (i) the product of
the term associated with e; and .’L’i in ES; and the
term associated with e; and .’L’i in ESs when e; €
(E' N E?); (ii) the product of the term associated
with e; and .’L’i in ES; and the term corresponding
to s and 2> in ES, when (e; € E') A (e; ¢ E?);
(7i7) the product of the term associated with s
and z! in ES; and the term corresponding to e;
and z7 in ES, when (e; ¢ E') A (e; € E?). The
null columns of ES;js must be removed, as they
represent unreachable states. Moreover, given the
Output trasformation matrices Oz and Oy, the
Output trasformation matrix O of the compos-
ite model has a number of rows equal to |Y*?| and
a number of columns equal to |X'?|. The (i, )
term of Og2 corresponding to the output y; and
to the state z}* = (z; x x?) is equal to the term
associated with y; and z! in Oy or 22 in O,y.
Note that y; belongs only to Y'! or Y2,

By repeatedly applying the previous composi-
tion rules, one finally obtains an overall global
Finite State Machine model F.SM,, with state
space X9, output space Y9 and event space EY,
whose Event/State matrix ES,; has |EY| rows,
corresponding to the overall number of possible
events, and | X 7| columns corresponding to all the
obtained composite states. The element ES, (i, j)
is the probability that the system is in the j — th
composite state given the i — th event.

Associated with F\SM, there is also the output
transformation matrix O, with |Y9] rows, corre-
sponding to the outputs of the collected submod-
els, and with | X9| columns. The element O, (i, )
is one if one of the states activating the alarm y;
belongs to the composite state corresponding to
column j, and is zero otherwise. The columns of
O, are the signatures corresponding to the admis-
sible states and coincide with the configurations of
alarms allowed by the adopted diagnostic strategy.
Note however that two or more columns of Oy can
coincide since different composite states can lead
to the same configuration of alarms.

Example 2. Consider a simple system composed
by two sensor and an hardware redundancy test.
The FSM model of the first sensor has been
described in Example 1. Then, it has three states
(Ss1, EFs1, FFg), three events (s, efs1, ffs1),
one alarm (ys1), an Event/State matrix (ESs)
and an output transformation matrix (O, ) given
in (1). The second sensor has also three events
(s, efs2, f[s2) but only two states, the safe state
(Ss2) and the fault state (Fs2). A local test (ys2)
can detect the status. Then,

Ss2 F82
_efs2 [ 01709
ESe= ¢, oz o8|
s 1 0
552 Fs2

Os2=ys2 [ 0 [ 1 |

As for the hardware redundancy test, it has two
states, the ”safe” state Si; when no discrepancies
are detected between the measures provided by
the sensors and a fault state Fi;; when these
measurements are different beyond a prescribed
threshold. The ES and O matrices of the test are

S Fn
S 1 0
_ ffs [ 01709
BSu= 4%, o100
efsl 0 1
efsQ 0 1
S Fu

On=yn [0 | 1 |

By applying the composition rules previously in-
troduced, one can compute the overall Event/State
matrix ES,

S FR F, F3 Fy Fs Fg Iy

efs1 o o005 o 0 0 0.9 0 | 0.05
efs2 0 0.1 0 0.9 0 0 0

ffs1 | 001|009 0 0 [o0.01]009]o008][o0.72
ffs2 | 0,02 | 0.18 | 0.08 | 0.72 0 0 0
s 1 0 0 0 0 0 0

where the composite states are defined as follows

S= SaSeSu , Fi= EFaS»Sn
F = SslssZFtl ) Fs = EFSISSZFtl
F, = SleSZStl ) Fs = FFslss2St1
Fs = SleSZFtl ) F; = FFslss2Ft1

Correspondingly, the output transformation ma-
trix Oy is

S I F, F; F, F;5 F; F;
y1 [0 0O | O] 0 |1 110710
Y2 | 0 O | 1 {1 ] 00|00
yer | 0] 1 0 1 0 1 0 1

Note, for example, that since the alarm ygo is
active in the state Fya, the second row of O, has
the two elements equal to 1 in the columns cor-
responding to Fy and F3, as defined in (3), which
are the only two composite states incorporating
Fy.

The columns of Oy define the set By = {01, 09, ...,075, }

of the signatures allowed. By using the informa-
tion stored in the matrices ES, and O, it is
then easy to build the matrix PSE with |X]
rows and |E?| columns whose element (i, j) is the




conditional probability of the signature o; given
the event e;. To determine its value, it suffices
to select from O, the composite states producing
the configuration of alarms corresponding to o;
and to add the conditional probabilities of these
states given e; derived from ES,. The informa-
tion provided by PSFE is useful in the project of
the diagnostic strategy to assess its capability to
discriminate between different fault events.

Example 3. (2 Continued) The set ¥, is com-
posed by the following signatures

Ys1  Ys2  Yn
o1 | 0 0 0
g9 0 0 1
o3 | 0 1 0
o4 | 0 1 1
05 1 0 0
og | 1 0 1

where, for example, o; is the signature corre-
sponding to the states S and Fg. By recalling (2),
(4), one can compute the matrix PSE

s efa efso ffa ffe
o1 |11]0 0 0.09 | 0.02
o | 0109 0 0.09 |0
o4 |01]0 0.9 0 0.72 (5)
oy | 0|0.1 0.1 0.81 | 0.18
o3 | 010 0 0 0.08
o5 | 010 0 0.01 |0

Note, for example, that the element PSE(1,4)
is simply obtained as ES,(3,1) + ES,(3,7), and
analogous computations lead to the definition of
all the other elements. From PSFE it is apparent
that the signature o4 is the most probable both
for efso and ffso. This is due to the particular
structure of the local alarm of the second sensor
which cannot discriminate between efs» and f fso.
Moreover the diagnostic isolation of the fault
f fs2 is particularly critical also because it could
generate the signature expected for ffs; with
an unnegligeable probability 0.18. In particular
situations, this should lead to re-examination of
the adopted diagnostic strategy.

Finally, by means of the Bayes Theorem, given
the marginal probabilities of the events P(e;),
i = 1,..,|E9|, from the matrix PSE it is pos-
sible to compute the matrix PES with the same
dimensions of PSE and whose element (i, j) is the
probability of the event e; given the signature o;.
In real time operations, this information is useful
to estimate the most likely fault when a signature
occurs, that is when at least one alarm is equal to
1.

Ezample 4. (3 Continued) Assuming the (unreal-
istic) hypothesis that all the events have the same

marginal probability P (P = 0.2), from matrix
(5) one obtains the matrix PES

S efsl est ffsl ffsz
0 0

o1 | 0.9009 0.0811 | 0.0180
o6 | O 0.9091 | 0 0.0909 | 0
o4 | 0 0 0.5556 | 0 0.4444
o2 | 0 0.0840 | 0.0840 | 0.6807 | 0.1513
o3 |0 0 0 0 1
o5 | 0 0 0 1 0

This matrix shows that the most critical situation,
as it was observed also from (5), coincides with the
case when signature o4 occurs. Also signature o
appears to be critical, in fact this configuration
of alarms could hide the presence of anyone of
the admissible faults, although with a quite small
probability for some of them. With a more re-
alistic assumption on the marginal probabilities
(i.e. P(s) = 0.95, P(efs1) = Plefsa) = 0.005,
P(ffs1) = P(ffs2) = 0.02) the following matrix
PES is obtained

S efs1 efs2 ffa ffs2
0 0

o1 | 0.9977 0.0019 | 0.0004
o6 | 0 0.7143 | 0 0.2857 | 0
o4 |0 0 0.2381 | 0 0.7619
o2 | 0 0.0240 | 0.0240 | 0.7788 | 0.1731
o3 |0 0 0 0 1
o5 | 0 0 0 1 0

It is apparent that if, for example, o4 occurs, the
most probable fault is now f fso instead of e fqo.

3. CONCLUSIONS

In view of its characteristics of flexibility and mod-
ularity, the method here proposed is particularly
useful in all the cases where the diagnostic strat-
egy has to be frequently re-designed for the rapid
evolution of the system, such as in the automotive
industry. A wide library of re-usable models can
be easily developed and updated. As a poten-
tial drawback of the approach here proposed, it
must be noted that the definition of the transition
probabilities used to describe the F.'SM models
can be quite difficult and requires an extensive
collection of data. However, it is believed that a
probabilistic approach is mandatory in the field
of fault detection to fully consider the elusive
nature of most real life problems. It has also to
be strassed that the proposed approach naturally
gives the possibility to follow a top-down design
approach. It has also to be remarked that the
integration of the proposed method with the con-
trol system specification, design and simulation
is natural in the context of hybrid systems, where
the plant is described by a continuous time model,
while the occurrence of faults is represented by
asynchronous events modifying the system struc-
ture.
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