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Abstract— A particle filter based method for nonlinear
system fault detection and isolation is proposed in this paper.
It is applicable to quite general stochastic nonlinear dynamic
systems in discrete time. The main result consists of a new
particle filter algorithm, derived from the basic bootstrap
particle filter, and capable of rejecting a subset of the faults
possibly affecting the considered system. Fault isolation is then
achieved by the evaluation of the estimated likelihoods related
to the designed filters.

Index Terms—fault detection and isolation, stochastic non-
linear system, particle filter.

I. INTRODUCTION

Due to the increasing complexity of engineering systems,
fault detection and isolation (FDI) are becoming an im-
portant issue for the design of fault tolerant systems and
for maintenance optimization. Early studies on FDI have
been mainly focused on linear systems [1], [2], [3], [4],
[5]. Recently, nonlinear system FDI have become an active
research topic, mainly concerning deterministic approaches
based on the techniques of nonlinear observers and differ-
ential algebra. See, e.g., [6], [7], [8], [9], [10].

In this paper, stochastic nonlinear dynamic systems are
considered. The proposed FDI method is based on a new
particle filter algorithm (see [11] for a general introduction
to particle filters), applicable to quite general nonlinear
dynamic systems in a stochastic framework. Stochastic
uncertainties are naturally addressed by particle filters.
Moreover, unknown disturbances can also be rejected with
the proposed new particle filter algorithm. More formally,
let us consider stochastic nonlinear dynamic systems in
discrete time subject to faults, in the form of

nyg

fla, k) +vf + >0 (2n, ur)d)

i=1

(1a)

Tk4+1 =

m = g(op,uk) + v} (1b)

where z;, € X C R"= is the state vector, u;, € R™ the input
vector, 7, € R™ the output vector, vi; € R™ and vZ S
R™ are state and output noises, and the terms ¢" (x4, ux)gj,
represent faults affecting the system. The noises v} and v}
are assumed to be white with known probability density
functions (PDF) p,(v§) and p,(v}]). The PDF of the initial
state ¢ is assumed to be pg(x). The assumptions about the
nonlinear functions f and g will be stated in Section III-B.
The sequence g}, € R is zero when the i-th fault is absent,
and it is an arbitrary unknown non zero sequence when the
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fault has occurred. The nonlinear functions ¢ (zy,ur) €
R™ structurally specify the assumed faults.

The problem of fault detection is to detect the presence
of any faults ¥ (z, ur)q; from the available input-output
signals uy and 7. This is a relatively easy task, since for
a filter designed by ignoring all the faults ¢’ (2, ug)g,
any anomaly in its functioning reveals the violation of
the fault-free hypothesis. The main difficulty of FDI is
in the step of fault isolation: decide which subset of the
possible faults is likely to be present. This problem is known
as the “fundamental problem of residual generation” for
residual based FDI approaches, originally defined for linear
systems [12].

The problem formulated above is similar to the one
considered in [8], apart from the differences between conti-
nuous time and discrete time and also between deterministic
and stochastic systems. A solution based on the deter-
ministic approach has been presented in [8], whereas the
particle filter based method proposed in the present paper
is proposed in a stochastic framework with more general
structural assumptions.

Remark that, in this paper, each fault is assumed to be
an arbitrary unknown sequence ¢i. This assumption has
the advantage to be general, embracing different practical
situations. However, this property is at the price of an
important sensor requirement: in order to completely isolate
all the considered faults, the number of output sensors n,,
must be greater than or equal to the number of faults
ny. This sensor requirement can be weakened if some
specific assumption is made about the fault profiles. For
instance, when faults are modeled as parametric changes
(rare jumps of constant parameter values), a particle filter
based approach with weaker sensor requirement has been
developed in [13].

The application of particle filters to change detection
problems has been studied by some authors. The compu-
tation of generalized likelihood ratio (GLR) tests with the
aid of particle filters has been reported in [14] which is also
reviewed in [15]. A statistic for slow change detection has
been proposed in [16]. These works do not consider fault
isolation, which is the main topic of the present paper.

The paper is organized as follows. A short introduction
to the basic particle filter is given in Section 2. The new
particle filter algorithm for fault isolation is presented in
Section 3. A numerical example is given in Section 4. Some
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conclusions are drawn in Section 5.

II. SHORT INTRODUCTION TO THE BASIC BOOTSTRAP
PARTICLE FILTER ALGORITHM

This section gives a brief informal introduction to the
basic particle filter algorithm, also known as bootstrap filter
[17], applicable to the fault-free system considered in this
paper. It is intended for readers not familiar with particle
filters. For more complete and general presentations, the
readers are referred to [11], [18].

Let us consider system (1) in the fault-free case which is
rewritten as

(2a)
(2b)

f(wr, up) + vg
g(wg, ug) + )

Tpt1
e =

Denote by Dy, the input-output data observed up to the
time instant k:

Dy ={(ui,mi) s i=1,...,k}

The filtering problem is to estimate the distribution of the
state vector at each instant k, based on the data observed up
to instant k, or more precisely, to estimate the conditional
PDF p(zx|Dy). In general, no accurate finite dimensional
filter exists for nonlinear systems, even if the noises are
assumed to be Gaussian. The basic idea of particle filters
is to approximate the PDF of xj, at each instant k£ with the
sum of (a large number of) Dirac functions, and to make
them evolve at each time instant based on the latest observed
data. Each Dirac function used in the PDF approximation
is called a particle.

To start the particle filter at the initial instant & = 0,
randomly draw M points in R™* following the assumed
PDF pg(-) of the initial state vector. Let us denote these M
points with the vectors £} € R™=, j =1,..., M, then po(-)
is approximated by

M

plaolDo) % =3 (20 ~ &)

Jj=1

Recursively, at each instant £ > 0, with
1 & :
p(oe|Di) ~ 57> 0wk — &)
j=1

already estimated, the distribution of xj_; is first predicted
with the state equation (2a), leading to an approximation
of the PDF p(xy1|Dy). For this purpose, each particle
&, for j = 1,...,M, is propagated following the state
equation (2a) to the position f(&],uy) and perturbed by
a random vector v;, drawn following the state noise PDF
Pz (+), yielding

iJrl‘k = f(fiauk) +’Yljc

Then
1 U :
p(@rs1|Dr) = o7 > (g — Sir1ie)
j=1

Now the data observed at instant k+1 is used to estimate
P(@41|Dyy1). According to the Bayes rule, each particle
& 11y is weighted by its likelihood wy,,, based on the
output equation (2b):

wi+1 =Py (nk’-i-l - g(§é+1|kx7 uk))

M

Skr1 =Y wi,
=1

M

(k41| Dyt1) ~ St Zwi+15($k+1 = &)
j=1
In order to approximate p(xgy1|Dg41) with M equally
weighted particles, randomly draw M points following the
discrete probability distribution

J
Wi 41

=<, , M
Skt1

P(xzfiﬂ‘k) j=1,...
The resulting points, noted as fi, 41 € R" for j =
1,..., M, is then used to make the approximation

1 .
P(zr+1|Dri1) = 77 D S(@ner = &)

j=

[

The algorithm then goes to the next iteration with k
increased by 1.

Summary of the algorithm:

Particle initialization. Draw )M points §g € R™ for j =
1,..., M following the initial state PDF py(-).

Particle propagation. At each instant k£ > 0, draw M
points 7, € R™ following the state noise PDF p,(-) and
compute

Ei-{—l\k = f(fiauk) +’le

Particle weighting. Compute the likelihood of each particle
€441 and their sum:

w‘]Z;Jrl =Py (Uk+1 - g(§é+1|kxa uk))

M
Sk+1= E :wi+1
Jj=1

Particle Resampling. Draw M points fi 41 € R"= follow-
ing the discrete probability distribution

J
j Wi+1
P(QE = glj{%‘rl‘k)) =

- =1,
Skt1 J

M
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and make the approximation
1 :
P(@r41Disr) = 77 > @ — &)
j=1

III. PARTICLE FILTER FOR FAULT ISOLATION

For the purpose of fault isolation, the method proposed
in this paper is to design several particle filters, each
assuming a different subset of the possible faults formulated
in system (1), while ignoring the complementary subset
of faults. These particle filters then work in parallel. By
evaluating the estimated likelihood associated to each filter,
the subset of faults most likely present in the system is
decided, accomplishing the fault isolation task.

A. Basic idea

The key issue is thus how to design a particle filter with
an assumed subset of faults present in the system. For the
sake of simplicity in our presentation, let us assume a single
fault ¢* (2, ux,)g).. The designed filter then should detect all
the possible faults, except the i-th one. Such a filter is said
to be rejecting the i-th fault. The generalization to filters
rejecting more faults is straightforward.

Remark that each term ¢*(zy,ur)q}, in system (1) can
either represent a fault or an unknown disturbance. In the
latter case, the designed filter rejecting q,i, allows to make
fault detection robust to the unknown disturbance. The
numerical example given in Section IV is such a robust
fault detection problem.

For fault isolation to make sense, there must be at least
two possible faults. The number of output sensors must be
greater than or equal to the number of faults for complete
fault isolation, therefore n, > 2.

Note on notations. Let y; € R denote a chosen component
of ng, and 2z, its complementary part. In other words, when
the components of 7, are appropriately arranged,

_ Yk
Nk = [ZJ

The index i in the term ¢’ (z, uy)q, will be dropped for
lighter notation.
With these new notations, the problem of designing a

particle filter rejecting the fault ¢ (x, uy)qx is considered
for the system

Tht1 f(@p, ur) +vg + (g, up)qe  (3a)
yr = g(og, ug)+ vy (3b)
z = h(zk,uk) + vi (3¢)

The noises v} and v, are assumed independent of each other
and have respectively the PDF p, (v{) and p.(v).

Now the problem is to design a particle filter capable
of estimating the conditional PDF p(zy|D}), despite the
presence of the fault ¢(zk,ur)qr. It is similar to the

unknown-input observer in the deterministic framework.
See, e.g., [5].

When trying to apply the basic particle filter algorithm
recalled in the previous section to the present case, the tricky
point is the Particle propagation step, due to the presence
of ¥ (xy, uk)qy in the state equation (3a).

If some knowledge about the statistic distribution of the
fault ¢ is available, the fault can be treated in a way
similar to the state noise vj, then the application of the basic
particle filter algorithm is relatively trivial. In this paper, no
statistic distribution of the fault g is assumed. In this case,
one can still try to apply the basic particle filter algorithm by
assuming uniform distribution of ¢ over a large range, but
it will lead to poor results because of the largely scattered
particles generated by the particle propagation step with
the large uniform distribution of gj. In order to avoid this
problem, the idea of this paper is to use part of the output
equation, say (3b), to compensate the lack of knowledge
about the fault ¢; in the state equation.

More precisely, at instant k, in order to propagate the
particle &, to & + 1) after having drawn vf; € R+ follow-
ing p,(-) and v}, € R following p,(-), it is possible to
solve the n, + 1 equations

Gps = FEw) +of + (& w)a @
Ye+1 = 9(§i+1\k+, Upt1) + ”Z+1 ®)

for the n,+1 unknowns €i+1\k+ € R™ and ar: € R. Notice
that in the above equations the notation of &; ket is used

instead of 62 1k because its computation requires U1
and yi41 (but not zp41).

If this solution is successful, then the resulting particles
& 41jky Can be weighted with the remainingloutput ob-
servation 241, as if they were the particles fi 1k in the
basic particle filter algorithm. However, the equations (4)
and (5) may not allow to solve for fj,? PR Iz)ecaus.e Fhe
output equation (5) may not carry the information missing
in the state equation (4). Let us illustrate this problem with
a simple linear system example.

Consider the linear system
Az + vi + Yk
cxy + vy

Thy1 = (6a)

Uk = (6b)

with n, = 2, ¢ = [0 1]7 and ¢ = [1 0]. The fault g

affects the second state equation only. For this example,
the equations (4) and (5) become

§£+1|k+ =Ag +vp + M qk 7
Ykt = [1 0] &y + 0k (8)

The first component of fi L1k can be f:asily computed,
since g, does not affect the first state equation. The problem
is how to compute its second component. Obviously, equa-
tion (8) does not provide any information about the second
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component of fi ket It is thus impossible to solve these
equations for giﬂm.

When such a problem occurs, a solution may exist by
making use of observations at instant k£ + 2 or even later, if
the extra delay of the filter! is acceptable in practice. Let
us still use the above linear system example to illustrate the
idea.

The fact that equation (8) does not provide useful infor-
mation is due to the equality cvy = 0. It follows from the
system model (6) that

_ y
Yk+2 = CTiy2 + V2
= cAxpy1 + cvi, + v,i’,” + chqraa

With randomly drawn values of v, ; and v} ,, equation (8)
can be replaced by

Ykt2 = CA%H“H + eV T Ul et (9)

Apparently, now there is a new unknown gr4+; in equa-
tion (9). Remind that it is the equality ct¢ = 0 that made
equation (8) useless. Fortunately, if ¢ = 0, the unknown
qr+1 is not really involved in equation (9), which can indeed
be used with equation (7) to solve for §i,+1|k,+, if cAy # 0.

If cAyy = 0 and in the case of n, > 2, the same
operation can be repeated by making use of yx3, and so
on. If the matrix pair (A, ¢) is assumed observable, then the
observability matrix is of full rank. Then there must exist
an integer i < n, such that cA%p # 0. Notice that here the
observability is a sufficient, but not necessary condition.

B. Assumptions

Now let us more formally state the conditions required
by the proposed particle filter algorithm for FDI.

Assumption 1: Consider the system equations (3). At any
instant k, there exists an integer ¢ > 0 such that, for any
given value of the state z;, € X, and for any given values
of vf, v with j = k,...,k+i+1, the value of zj1 € X
can be uniquely determined from the observations u;, y;
and v}, vf with j =Fk,... . k+i+ 1. O

The uniqueness of z;+; € X is assumed for presentation
simplicity. It could be relaxed to a finite number of values.

~Assumption 1 ensures the particle propagation from fi, to
§; kg 38 intended in (4), and thus the applicability of the
proposed FDI algorithm. However, this assumption is not
easy to check, because of its generality. The following more
restrictive assumption is easier to check and yet covers a
large class of nonlinear dynamic systems.

Roughly speaking, if the state noise vi was neglected,
the following assumption means that the composite
functions g, go f, go f of, etc., up to ¢ — 1 levels of
composition, are independent of 1/)Tx, and that the i-th

IStrictly speaking, it is no longer a filter, because observations later than
k + 1 are used for the estimation of the state distribution at instant & + 1.

composition depends on 1z in an invertible manner. The
formal statement is given in the following.

Assumption 2: Consider the case of constant t(xy, u),
simply denoted as i € R™, then the system model is
rewritten as

Tht1 [ (@, ug) +vi + P (10a)
ye = 9@k, u) + vy (10b)
ze = h(zk,ug)+vf (10¢)

The functions f(z,u) and g(x,u) are differentiable in z.
Define the notations

s = T xy,

S={s|s=y¢Tz,2 € X}

Y
12)

where X is the domain of zj;. For any instant k, assume
that there exists an integer ¢ > 0 such that

M s
IR gfor j=0,1,...,i—1  (13)
O0Sktit1—j

Y+
OYk+it1 £0 (14)
OSk+1
hold for all sgyiy1—5 € S, j = 0,1,...,%, with constant
sign of Oyx4it1/0Sk+1- O

This new assumption can be easily checked in practice
with equations (10a) and (10b). Notice that condition (13)
means the independence of yri;41 on Sgy;r1—;. This
assumption ensures the applicability of the proposed FDI
algorithm, as well as Assumption 1. This fact is stated in
the following proposition.

Proposition 1: Assumption 2 implies Assumption 1. [J

Proof of Proposition 1. Some notations need to be

introduced first for the proof.

Let y1; be the collection of the history of ug, vi, vi up to
instant [.

Define
go(@, ) = gz, w) + v/

and, recursively, for j =1,2,3,...,
gi(ij, ) £ gj—1 (f(@i—j,w—s) + o, )

Let ® € R**("==1) be a matrix of full column rank
such that ®7¢ = 0. Remind S1_; = wal,j as defined
in (11), therefore the information about z;_; can be fully
recovered from s;_; and @Txl,j. Since these two “parts”
of z;_; need to be distinguished in the following, let us
define the new notation g, (-, -,-) such that

gi(zi—j, ) = gj(si—j, ®T a1 j, )

Now the preparation of notations is ready.
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With the above defined notations, the goal of the proof
below is to show

Yktitl = Gi(Thi1, Pkyit1)

which would be combined with (10a) to solve for zj.
This equation would exactly provide the information miss-
ing in (10a), as ensured by condition (14).

By time shifting, equation (10b) is rewritten as
A _ , Y
Yrrit1 = G(Thtit1s Uktit1) + Vi

which, following the definition of g, trivially leads to

Yktitl = 9o(Thtit1s Mhtit1)

Now the question is if Ygtit1 = g1(Tk+i, fiti+1) holds,
and similarly yx1;11 = g2(Tk+i—1, k+it+1), and so on.
Recursively, assume that

Yktit1 = G5 (Thtit1—j, Mhtit1) 15)

holds for some j < i, then let us prove the case of j + 1.
In (15), when 2,415 is replaced by
F@htimgy Uktieg) + Viyiej + Vhpioj

the key issue is to show that the term 1 gy4;—; is not really
involved. For this purpose, the assumed equation (15) is
rewritten as

~ T
Yktit1 = G5 (Skrit1—j, @ Thyit1—j, Hkrit1)

Remind that j < 4. Due to condition (13), yxy;+1 does
not depend on sji;41—;. Let us mark this fact in the
last equation by replacing si4;11—; with (). Replace also
(I)Tl'kJriJrl,j with

O rpiirij = O [f(@hrivjs Uhriog) + Vipisj + Viriy]
= O [f(Thtivjs Untizj) + Vipi ;]
where the equality 71 = 0 has been used. It then yields
Yrrivr = G5 (0,97 [f (@ryijr thyiojg) + Uk i gl Hierit)
which, according to the definition of g;, is rewritten as
Yrrit1 = G5 (F (@hrioj, Whti—g) + Vkpijs Hhtit1)
= gj+1(Thti—j, Moti+1)

where the last equality follows the recursive definition of
g;. In the case j =i — 1, the equality
Yrtit1 = Gi(Tht1, orit1) (16)

is exactly the expected one. It can then be combined
with (10a) to solve for zj1, as ensured by condition (14).

C. Algorithm

The following particle filter algorithm rejecting the fault
qx is stated under Assumption 2 for its easy notations. Its
generalization to the case of Assumption 1 is straightfor-
ward.

Particle initialization. Draw M points &) € R™ for j =
1,..., M following the initial state PDF py(-).
Particle propagation. At each instant k£ > 0, assume that
go, - - ., gi—1 are independent of 1) x and that g; is invertible
with respect to )7 2. For each particle &, randomly draw
VL, V41 Uiy and vl solve the equations
Ei-{—l\k-{- = f(givuk) + ’Ulzg + ka’
Yretit1 = gi(fiH\H, [k-+it1)

for £i+1‘k+ € X, where g; is as in (16), pgpiir1 is
filled with v, vi, ,...,vi,,_, and v}, . Store the noise
realization vy, 1, ..., vy, ; for use in the next iteration.
Particle weighting. Compute the likelihood of each particle
J : .

§k+1|k+ and their sum:

wl = p.(zep1 — h(E ug)

k+1 — Pz | Zk+1 k+1|k+ Uk
M .
Ser1 =D Wi

J=1

Particle Resampling. Draw M points fi 41 € R"= follow-
ing the discrete probability distribution

j wiﬂ
— g - S
P(m— k+1|k+)_ﬂ7 ]—1,,M
and make the approximation
1 & :
P(r+1|Drt1v) = o7 > ok — &)
j=1

where the notation p(zj1|Dg14 ) means the PDF of x4
conditioned by Dy11 and yr4144.

D. FDI through estimated likelihood

For the purpose of FDI, several particle filters must run
in parallel, each rejecting a different subset of the faults
qi assumed in system (1). If one of them works “poorly”,
then it is decided that the faults ignored by this filter has
occurred. The “poorness”, or rather, “goodness” of each
filter is evaluated by the likelihood corresponding to the
filter, which is estimated at each time instant k£ by

1 M .
Lk ~ M ZU}%
j=1

The estimated likelihood values can be combined inside a
sliding time window for more smooth decisions.
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IV. NUMERICAL EXAMPLE

Let us borrow the point mass satellite example from [8]
with their notations. The point mass system has 4 state
variables: the polar coordinates p, ¢, the radial velocity v
and the angular velocity w, governed by the state equations

p=v

. 2 1

U= pw —91?+92u1+w
p=w

. 20w U m
o=—"2 40,2 0,

p
where 61,0, are known constant parameters, ui,ug are
radial and tangential thrust controls, m represents the the
tangential thrust actuator fault, w is an unknown disturbance
(which could also model the radial thrust actuator fault).
Let us assume two output sensors measuring p and ¢
with additive Gaussian noises (In [8] one more sensor
measuring w is also assumed). The system is simulated in
continuous time in Simulink with 6; = 0.1, 65 = 0.2, the
initial state vector [2.97,—0.07,1.81,0.47]7, the constant
inputs u; = —3, ue = —1, and the disturbance w(t) =
0.5 E?:g) sin(j0.1t). Two scenarios are simulated, the fault-
free case (m(t) = 0) and the total tangential actuator fault
case with m(t) jumps from 0 to 1 at ¢ = 10. In each case the
input-output signals are sampled with the sampling period
Ts = 0.02 and with white Gaussian noises of standard
deviation 0.001 added to each output.

The differential equations are discretized with the simple
Euler method. A particle filter rejecting the disturbance w
is then designed, with y corresponding to r and z to .
For this example, Assumption 2 is satisfied with ¢ = 1. The
estimated likelihood L with M = 100 particles is depicted
in Figure 1 for each of the two simulated scenarios. In the
fault-free case, the likelihood is quite stationary, whereas in
the faulty case, after the occurrence of the fault at ¢t = 10,
the likelihood clearly goes toward zero.

V. CONCLUSION

A particle filter based method has been presented in this
paper for FDI. Compared to existing deterministic meth-
ods, this method naturally deals with stochastic nonlinear
dynamic systems, is conceptually simple, and is applicable
to quite general nonlinear systems. This generality is at
the price of intensive numerical computation, like in most
particle filter applications.
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