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Abstract— This paper focuses on control applications over
lossy data networks. Sensor data is transmitted to an
estimation-control unit over a network and control commands
are issued to subsystems over the same network. Sensor, control
and acknowledgement packets may be randomly lost accord-
ing to a Bernoulli process. In this context, the discrete-time
Linear Quadratic Gaussian (LQG) optimal control problem
is considered. We can show how the partial loss of acknowl-
edgements makes the optimal control law a nonlinear function
of the information set. For the special case of complete state
observation we can compute the optimal controller and show
that the stability range increases monotonically with the arrival
rate of the acknowledgement packets.

I. INTRODUCTION

This paper is concerned with the design and analysis of
control systems where components are connected via packet-
based communication networks. This requires a generaliza-
tion of classical control techniques to explicitly take into
account the stochastic nature of the communication channel.
In recent years these kinds of problems have drawn consider-
able attention in the academic world, focusing on estimation
([11,[2] and [3],[41],[5] and [6]) and optimal control problems
(see [7], [8] and [9]). In particular the problem considered
in this paper is a generalized formulation of the Linear
Quadratic Gaussian (LQG) optimal control problem where
the arrival of both measurement and control packets are
modeled as random processes, whose parameters are related
to the characteristics of the communication channel. Accord-
ingly, independent Bernoulli processes are considered, with
parameters 7y and T governing the packet losses between the
sensors and the estimation-control unit and between the latter
and the actuation points. The key issue relating to properly
design networked control systems is to clearly understand
which information is available at each time instant to the
controller. It is usual to distinguish between TCP-like pro-
tocols, where packet acknowledgements are guaranteed at
each time instant, and UDP-like protocols in the case that no
acknowledgement mechanism is provided [10]. In many real
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Fig. 1. Overview of the system. Architecture of the closed loop system
over a communication network. The binary random variables v¢, v+ and 6
indicates whether packets are transmitted successfully.

cases this distinction is too simplistic because it is impossi-
ble to guarantee a perfectly deterministic acknowledgement
through an unreliable channel. In this paper we will deal
with the control design problem for networked system in
which acknowledgement packets can be lost according to a
Bernoulli process of parameter 6.

Previous work ( [1], [7], [11]) has shown the existence of a
critical domain of values for the parameters of the Bernoulli
arrival processes, 7 and 7, outside of which a transition to
instability occurs and the optimal controller fails to stabilize
the system. In particular, it has been shown that the classical
separation principle holds in the TCP-like protocols, the
optimal control is linear and the critical arrival probabilities
for the control and observation channels are independent
each other. On the contrary, under UDP-like protocols, no
separation principle arises, the optimal control is in general
nonlinear and, in the case of complete observability, critical
arrival probabilities are coupled and define more restrictive
stability regions, as shown in Figure 2.

In this paper we will show that in the “quasi-TCP like”
context considered here, even if the same “structural prob-
lems” of the UDP-like protocols arise (nonlinearity of the
optimal law and no separation principle), in the case of
complete observability, the stability range of the system
increases with the arrival rates of the acknowledgement pack-
ets. Furthermore, we can show how such a stability range
converges to that achievable under the TCP-like protocol, as
the probability of acknowledgement packet drops tends to
Zero.
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Fig. 2. Region of stability for UDP-like and TCP-like optimal control

relative to measurement packet arrival probability 7, and the control packet
arrival probability 7 in the case C' = I.

The remainder of this paper is organized as follows.
Section 2 provides the problem formulation. In Section 3
the Single Channel problem is studied: nonlinearity of the
optimal control is pointed out and the optimal control for
the complete observability case considered. Section 4 gen-
eralizes the previous Section’s results to the multi-channel
case. Section 5 provides an example, Finally, in Section 6,
conclusions are provided.

II. PROBLEM FORMULATION

Consider the following linear stochastic system with in-
termittent observation and control packets:

Tht1 = Az + Bu} + wy,
ug = Nypug + [Lnxm — Nig] ul, (D
y(k) = Ty (Cxy + vi)

where x; € R™ is the state vector, y, € RP is the
output vector, (g € R™,wi € R™, v, € RP) are Gaussian,
uncorrelated, white, with mean (Zg,0,0) and covariance
(Po, @, R) respectively. Moreover

ik .- 0
N, = cee e , 2)
L 0 oo Umik
I Y1,k e 0
ry = cee e , 3)
L 0 e ’prc
where (v,x), ¢ = 1,...,p and (v;x) j§ =
1,...,m,Yk € Z, are binary variables modeling the

successful transmission of the information from the i-th
sensor and to the j-th actuator at time k. uf € R™ is
the effective control input applied to the actuators while
up € R™ denotes the desired control input computed by the
controller. Finally uﬁc € R™ is the signal locally provided
to the actuators in the case Ny = 0,,x., (all packets to the
actuators are lost). While it is possible to choose u! (k) in

several ways, the most common strategies are the following:
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1) zero-input scheme: ugg =0

2) hold-input scheme: ufc =u$_,

Here we will deal with the zero-input scheme.

Because groups of sensors/actuators could send/receive
their data in the same packet, we will suppose that the
information transmission is organized in independent sensor
and actuator clusters . This means we can rewrite I'; and
Ny, as follows:

’

P

Dw = Ipxp — H (IPXP - ’Vz{,kdiag {gz}) “)
i=1
Ne = ILnsxm— H (Imxm - Vz{’kdiag {77%}) &)
i=1

where 7/ . and u} i are i.d.d. Bernoulli processes with prob-
abilities of successful transmission 77 =P (’Y;k = 1) b=
1,...,p" and 17]’ = P(V;)k = 1) = 1,...,m. g;,i =
1,...,m" and n;,i = 1,...,p" are vectors of length p and
m respectively such that:

e (9:);j = 1 ((ms); = 1) if the j-th sensor (actuator)
belongs to the i-th cluster

e (9i); =0 ((n;); = 0) if the j-th sensor (actuator) does
not belong to the i-th cluster

A key point toward the design of any control strategy is the
definition of the Information Set available to the controller at
each time instant. It is usual in literature (see [10]) to refer
to the following two information sets

I, — Fk = {Ftyt,Ft,Nt_ﬂt = O, 7k'} TCP — like
k Gr = {Twye,Ty|t = 0, .., k} UDP — like
(6)

The difference between the two Information Sets is the
acknowledgement of the actually arrived packets to the
actuators i.e. the matrix Ny_1.

While the "TCP-like” case has several desirable proper-
ties (separation principles, linear quadratic gaussian optimal
control, etc...), it is well known that the availability of
deterministic “perfect” acknowledgements, in the case the
acknowledgement packets use unreliable channels, is theo-
retically impossible since it represents a particular case of the
two-armies problem (see [12]). On the other hand if "UDP-
like” protocols [7] are employed (see Figure 2) performance
and stability regions are highly affected, due to the fact that
no “real” information on the actual input is exploited. In
many practical cases, it is reasonable to use communication
channels where acknowledgements are provided although
they can be dropped, i.e. we have a non-zero probability
of losing the acknowledgment packet from the channel j. To
formalize this assumption we introduce the matrix

91,k ... 0
Or = | ... .. .., (7)
0 ... O
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where 0;; is the acknowledgement event from the i-th
actuator at time k. It can be rewritten as

’
m

Ok = Lmxm — | [ mxm — 0} pdiag {ni})  (8)
i=1
where 0;,{ are i.i.d. Bernoulli processes with 07 =
P (Hg’k = ? ,t = 1,...,m/. The information structure of
a networked system with stochastic acknowledgments is the
following:

Er = {Tktr: Ti, ©k—1,0k_1Np_1|k = 0,..,t}. (9

Let us now define uVN 1 = {ug, u1,...,un—_1} as the set of

all the input values between 0 and N — 1. In this paper we
will analyze the LQG control problem, i.e. we will look for
a control input sequence u¥ ~1*, function of the information
set E, that solves the following optimization problem:

(10)

where the cost function Jy (u™ ™1, Ty, Py) is defined as
follows:

In (uN 1T, Py) =
N-1

J;[(fo, Po) = minuk:gk(Ek)JN(uNfl, T, Po),

=F PJT\,WNzN—F S Wik +udt Ugudu™ =1 %o, Py
k=0

(1D
Because the general multichannel formulation requires a
large use of notation that would affect negatively the intuitive
nature of the results, we will first concentrate the treatment
on the single channel case, i.e. m’ = 1 and n’ = 1 and
provide for this case the main results. After that, we will
present the results for the multi-channel case with fewer
details. Due to lack of space, many of the proofs will be
omitted and the interested reader is referred to [13] for
details.
III. SINGLE INPUT/OUTPUT CHANNEL CASE
A. Estimator design
If m" =1 and n’ = 1, system (1) becomes
Tp1 = Azg + v Buy, + wg (12)
yr = Y Cxy + vg

and Oy = 0. By the knowledge of the information set (9),
the one-step prediction can be written as:

531@+1\k = A‘%Mk + OgvpBuy, + (1 — 0) Buy. (13)

Using (13) it is possible to rewrite the predicted error as
follows:

€k+1lk = Thtl — :Ek+1|k = Az, + v Bug + wy, — Afik‘k
+0rvp Buy, — (1 — Hk)PBuk =
= Aek‘k + (Vk — Gkuk — (]. — Gk)ﬁ) Buk + wg
(14
We can then compute the associated error covariance one-
step prediction:

Poiw=F {€k+1\kef+1‘k|Ek79k,9ka} =
=F [Aek|ke£|kA|Ek} + FE [w;gwkT|Ek] +
+E [(Vk — 0w — (1= 04) D)° | By, O, 91«1/4 Buyuil BT,
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obtaining

Pk+1|k = AP]CUCAT + Q + (1 — ek) (1 — f)? [Buku;;BT] .
(15)

Equations (13), (14) and (15) represent the predictions of

the Kalman Filter for the system (12). The correction steps,
instead, are the classical ones considered in [14]:

Trr1k1 = Breprpe + 1 Kesr (Y1 — Cggap)  (16)
Pret1jk+1 = Pryrpe — M1 K1 C P (17)

1
Kis1 = PopiuC" (CPoppCT + R) (18)

Remark 1: Note that:

0, =1= Pk+1|k:APk|kA+Q

0, =0=> Pk+1\k = APk|kA +Q —‘rﬁ(l—l/) [Bukung .
This implies that, at each time k, the prediction switches

between the "TCP-like” predictions or the "UDP-like” one,
depending on the instantaneous value of 6.

B. Optimal Control - general case

Here we will show that, in the presence of stochastic
acknowledgements, the optimal control law is not a linear
function of the state estimate and that the estimation and
control design cannot be treated separately. In order to prove
such a statement, it is sufficient to consider the following
simple counterexample. Consider a simple scalar discrete-
time Linear Time-Invariant (LTT) System with a single actua-
tor and a single sensor, i.e. A=B=C=W y=W;=R=1,U;=Q=0.
We can define the value function

V(N) = E [zxWnay|En] = E [23|En];
for k = N — 1 we will have:
Vn-i(znv-1) = IgllvnE (2% _1 + Vi (zn) |En-1] =
=min E [:c?v_l + x?V|EN_1] =
uNn
= min I {:c?v_l + (en_1 +vn_1un_1) |EN—1]

19)
and then finally

Vo1 (eno1) =FE {2$?\7,1|N71|EN71} +

. L 20
—|—m1nv(u?\,_1 +2xN_1|N_1uN,1) 20
uN

If we differentiate the latter, we obtain the following optimal
input :

un_y = _iNfl\Nfi 2n
If we substitute (21) in (19) the cost becomes:
Vn_1 (iL’) =F [2$§v_1‘EN71] — 755?\/—1\1\/—1 = 22)

(2= B[ ,|G] ~ PPy

Let us focus now on the covariance matrix:
P2

o N—1|N—2 o
Py_yn-1=Py_yn—2— TN Thy ava D)

= Pn_1N—2 — IN-1 (PN—1|N—2 -1+ WQ
(23)

2688



47th IEEE CDC, Cancun, Mexico, Dec. 9-11, 2008

because of

Py_1jN—2 = Pn_gn—2+ (1 —On_2) (1 —7) Duk, _,

(24)
then:
B[Py ilEn—g = Px oo+ —0) 1 —D)Tui o+
7’}/ (PN_Q‘N_Q + (1 — 0) (1 — I/)VUN 2 +0m
a3 1
—1+ (1 - 9) PN,Q‘N,2+(1—D)Uu?\,72) :
(25)
Finally we get
VN_s (17) = 75111\117112 ) [x?V_Q + VN1 (17N—1) |EN—2} =
=(3-7)E [z%_,|En—2] + Elvlg Py _gn—2+F
+(1-0) (1 —v) i _o+
5 (Pn—gin—2+ (1—-0) (1 =) vu3 _, — 1+
1 1
+0PN 2|N—2 + (1 - 0) Py _on—2+(1-D)Tu%, _,
(26)

The first terms within the last parenthesis in (26) are convex
quadratic functions of the control input uy_o; however, the
last term is not such. Therefore, the optimal control law is,
in general, a nonlinear function of the information set Fj.
By inspection we can state the following result

Theorem 1: Let us consider the stochastic system defined
in Equation (12) with horizon N > 2. Then:

o if < 1 (TCP-like case), the separation principle does
not hold
o The optimal control feedback uj = g (E)) that min-
imizes the cost functional defined in Equation (11) is,
in general, a nonlinear function of information set Ej
o The optimal control feedback uy = g (E)) is a linear
function of the estimated state if and only if one of the
following conditions hold true:
-6=1
- Rank(C)=nand R=0
O
In the next subsection we will focus on the case where
Rank(C) = n, and R = 0. In particular we will compute
the optimal control, and we will show that, in the infinite
horizon scenario, the optimal state-feedback gain is constant,
i.e. Ly = L* and can be computed as the solution of a convex
optimization problem.

C. Optimal Control — Rank(C)=n, R=0 case

Without loss of generality we can assume C' = I. Because
of the hypothesis of no measurement noise, i.e. R = 0, it
is possible to simply measure the state x; when a packet
is delivered. The estimator equations then simplify in the
following way:

Kei=1 27)

Pk+1|k = APk“CA + Q+ (28)
+(1—6y) (1 — )7 [Bugu] BT ]

Priaprr = (1= ve41) Pregape = (L — Yo41) (29

(APyA+Q+ (1 —6;) (1 —7) v [Buguj BT])

WeB06.2

E [Pk+1|k+1|Ek] = -
(30)
In the last equation the independence of Ej, Vg1, is
exploited. Following the classical dynamic programming
approach to the optimal control, we assume that the value

function V) (x1) can be written as follows:
Vi (z1) = iakski‘k\k + trace (Tk.Pk“C) + trace (DxQ) =

=F {xflkSkmk‘k} + trace (HyPyi,) + trace (Dy,Q)
(€29
for each k = N,...,0 where H; = Ty, — Si. This is clearly
true for kK = N; in fact, we have:

Vn @n)= B W e NEN] =23 W +trace (WnPay)

Therefore the statement is satisfied by Sy = Ty =
Whn, Dy = 0. Let us suppose that Equation (31) is true
for £+ 1 and we show by induction that it holds true for k:

Vi @)=miny, E g Wiz +viul Ugur, + Viep1 @rs1) [Ex] =
min,, F [x;}erTkLEk] —l—?u}:Ukuk +FE [’E£+1Sk+1xk+1|Ek] +
+trace (Hit1 Py1jit1) + trace (Dpy1Q) =
= miny, E [z} Wizk|Ex] + Upuf Uguy + trace
Hiri(1-7) @PA+Q+1—01)7 1) [Bupu] BT )]
E [(Al'lqk + O v Buy, + (1 — Gk)?Buk)T Sk+1
(Axk|k + v Buy, + (1—9k)PBuk)‘Ek} +irace (D) -

Exploiting the convexity of Vj () w.r.t. uy and by further
manipulation, we can find its minimizer that is the solution
of 8Vk (xk) /8uk =0:

—(Ux+B" Sk +07Hk+1)B)71 (BT SppArig) = Liwyy,

(32)

where @ = (1 —7%) (1 —6) (1 —7)v. The optimal control

is a linear function of the estimated state xy;. Substituting

back (32) into the value function and by proceeding with
further manipulations we get:

Vie (z1) = trace (D1 + (1 = 7) Hy1) Q) +

+FE {l‘ﬁk (Wk +ATSk+1A)JUk1k + (P (xakATSk-&-lB) Lker)] +
+trace ((((1 —7) ATHp11 A — VAT Sp 1 BLy,) Pyi)) -
(33)
From the last equation we see that the value function can
be written as in Equation (31) if and only if the following
equations are satisfied:

Sy = Wi+ A'S 1A +7 (AT Sk B) L, (34)
Tr = (1-9) AT A+ Wi +5AT Sk A (35)
Dy = D1+ (1 —=7)Thg1 +YSk+1 (36)

Remark 2: Notice that, if § — 0, the control design
system soon regresses to the UDP-like case studied in [1]
The optimal minimal cost for the finite horizon, J3 =
Vo (zo) is then given by:

Jx = @07 Soxg + trace(SoPy) + trace(DyQ).

For the infinite horizon optimal controller, necessary
and sufficient conditions for the average minimal cost

2689



47th IEEE CDC, Cancun, Mexico, Dec. 9-11, 2008

Ji =
N—oo

Equations (35) and (34) should converge to a finite value

Soo and T, as N — oo.

lim J3; to be finite are that the coupled iterative

Theorem 2: Consider the system (12) and consider the
problem of minimizing the cost function (11) within the class
of admissible policies ux = f (Ej). Assume also that R = 0
and C' is square and invertible. Then:

1) The optimal estimator gain is constant and in particular
K,=I1ifC=1

2) The infinite horizon optimal control exists if and only if
there exist positive definite matrices S.., T, > 0 such
that Sy = P (S0, Too) and Ty = P (Soo, Tio)s
where ®g and &1 are given by

dg (Sk, Wk) =W+ ATS;CA—?(ATS;CB)
Ux+BT (1 - @SM+aTk+1)B)*1(BTSk+1A)3
(37
7 (Sk, Ti) = (1 =) AT Ty A4+ Wi +7AT S 1 A
(38)

3) The infinite horizon optimal controller gain is constant:
lim Ly = Lo
k—oc0

Loo=—(U+BT (1-0)Sw+aTo)B) " (BT SwA)
(39)

4) A necessary condition for the existence of S, T, > 0

is:
1_|A|2 (1_ — —p y[A]2 ) >0
) (lfa)+aw (40)
Y>> 1= e

where |A| = max; |\; (4) | is the largest eigenvalue of
the matrix A. This condition is also sufficient if B is
square and invertible.

5) The expected minimum cost for the infinite horizon
scenario converges to:

J5 = k]im iJ]’{, = trace (((1 — %) T +7Sk) Q)
(41)

Proof: see [13] [ |

IV. GENERALIZATION TO THE MULTICHANNEL CASE

Here, following the same reasoning of the previous Sec-
tion, we will generalize the obtained results to the multi-
channel case. Due to space constraints, here we will just
summarize the principal differences with the single channel
case. For details please refer to [13].

A. Optimal Observer

The prediction step of the Kalman filter shown in equation
(13), (14) and (15) for the single input case becomes
jk+1|k :A£k|k+B®kauk+B(lf@k)Nuk 42)
ert1k = Aeg, + B (I — O) (Np — N) ug + wy,

Pk+1|k :AP;CI]CAT-FQ-FBO—@;C) (\I/(uk,N)) (1 —@k)BT
(44)

(43)
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where the following shorthand is introduced

’
m

N = E[Nk] = Inxm — | [ Umxm — Pidiag{n}), (45)

=1

N, I = Im><’m_ H (Ime—diGQ {nt})a (46)
ieIU{0}
\Il(uk, N) =

_ _ Vo o T Y 47)

=> | TIZ]IQ-7) [(NI*]\])'LL]CU’C (NIfN)] )

Te2s\ \éel ¢l
where I C & = {1,...,m'} is a set of index and 79 = 0,
The correction steps, instead, remain the ones shown in [15]:
Thi1)kt1 Ereape + Kot a1 — O pgage) (48)
P = P — K1 U1 C Py (49)
P CTFmT

Ky = ot ok (50)

T, T
(Fk+1CP e TTQ-LH k+1RFZL+1)
where I']" is the matrix of the nonzero rows of I'y.

B. Optimal Control

In this subsection we generalize the above theorem for the
multi-channel case. In the general case, the following result
can be stated:

Theorem 3: Let us consider the stochastic system defined
in (12) with horizon N > 2. Then:

e if 3¢ : 0; < 1, the separation principle does not hold
 The optimal control feedback u, = g (E)) that min-
imizes the cost functional defined in Equation (11) is,
in general, a nonlinear function of information set Ej
o The optimal control feedback uy = gj (E)) is a linear
function of the estimated state if and only if one of the
following conditions hold true:
-0, =1,Yi
- Rank(diag{g;}C) =n,i=1,...,p and R=0
O
It is worth noticing that the conditions Rank(diag{g;}C) =
n and R = 0 are equivalent to the case whereby every
sensor data packet contains the actual value of the whole
state. System (1) is then equivalent to

Tp1 = Axp+ Buj + wy,
ug = Npug + [Imxm, — Nk] uﬁc, (29
y(k) = ek,
where
'
Yk = H 1 - ’Y’L k
=1

This means that the optimal control is linear only when the
sensing apparatus is able to perfectly measure and deliver
the full state. For such a case it is possible to extend the
results previously derived in the following manner:

Theorem 4: Consider the system (1) and consider the
problem of minimizing the cost function (11) within the class
of admissible policies ur = f (Ej). Assume also that R = 0
and C' is square and invertible. Then:
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(a) The optimal estimator gain is constant and in particular
K,=I1ifC=1
(b) The optimal control is linear and is

'LL;; = — [QNC:) (Sk+1, Hk)]71 (N) BTSk+1A1'k|k = kak|k
(52)
where

Qye (Skﬂ, Hy) =

2

Ie2%
Ig € 2%

NjULN1 + N[@]@BTSkJrlB@[@N]'F
+ (NI — ]\7) (I — @IG)BTHk+1B(I —-05) (NI — ]\7) +

3 i
j€lg J

Fig. 3. Region of stability relative to measurement packet arrival probability
7. and the control packet arrival probability 7, parameterized into the
acknowledgment packet arrival probability ¢

—|—2qu (I - ®I®> BTSk+1B@[eN]’U,+

+N (I —05,)BTS;41 (I - GIS)NB)

and ©; = Nj. Matrices T},S),D), remain the same defined
in (34),(35),(36) and Hy, = T}, — Sy.
O

V. EXAMPLE

This section is devoted to show how the probability of
receiving an acknowledgement from the actuators affects the
stability regions of the LQG controller. In order to exploit
necessary and sufficient conditions arising from equation
(40), we consider a very simple system with an invertible
and square B:

2(t+1) = 32(t) + u(t) + w(t)
y(t) = z(t)

with Q = 1. Figure 3 shows the different stability regions
with respect to ¥ and 7, parameterized by the acknowledge-
ment probability 6. In particular it is possible to show that,
as @ — 1 the stability region converges to the one computed
for the TCP-like protocol.

(53)

VI. CONCLUSIONS

In this paper we analyzed a generalized version of the
LQG control problem for the case where both observation
and control packets may be lost during transmission over
a communication channel and in which a stochastic input
acknowledgment mechanism is provided. We have shown
that the partial lack of acknowledgement of control packets
results in the failure of the separation principle and that
estimation and control are now intimately coupled. We have
shown that the LQG optimal control is linear only in the par-
ticular case where we have access to full state information.
In such a case, the partial presence of acknowledgements
increases the stability range of the overall system, converging
to the TCP-like with deterministic acknowledgements as the
arrival rate for the acknowledgement packets tends to one.

—

]

[10]

(1]

[12]
[13]

[14]

[15]
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