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Abstract: In this work, we present a novel observer-based masking protocol in order to
secure the communication between nodes of a cyber-physical system. The approach is based
on including multiplicative disturbances generated from a known autonomous system in the
source node and then including an observer in the receiver node that exactly removes the noise
and recovers the original signal. It is shown that, if the masking signal is appropriately designed,
the de-masking module can be implemented through a simple proportional-integral observer.
The approach is then validated through numerical simulations.
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1. INTRODUCTION

Cyber-physical systems encompass both physical and cy-
ber components, often utilizing networking to interconnect
different system elements. As the prevalence of cyber-
physical systems grows, security emerges as a significant
objective to be achieved. Indeed, in practice, wireless com-
munication links pose new vulnerabilities, serving as po-
tential entry points for malicious actors seeking to disrupt
the system (Teixeira et al., 2015; Pasqualetti et al., 2013).

There exists an extensive literature on cyber-attack de-
tection and mitigation, such as (Pasqualetti et al., 2013;
Cecilia et al., 2023; Gallo et al., 2020; Yang et al., 2022,
2021; Cecilia et al., 2021, 2022). Nonetheless, prior to
the deployment of any security mechanism, the security
of cyber-physical systems should focus on minimizing the
potential attack space (Murguia et al., 2020b). Never-
theless, achieving absolute security in system design is
impractical from an economical, technological and physical
point-of-view. Considering this constraint, it is imperative
to acknowledge the presence of potential vulnerabilities in
every cyber-physical system. In this context, preventing
malicious agents from accessing sensitive data that could
expose such vulnerabilities becomes a significant objective.
This necessity has induced the development of various se-
curity strategies aimed at preserving the privacy of system
data communication, as evident in works like (Murguia
et al.,; 2021; Umsonst and Sandberg, 2021; Kawano and
Cao, 2020; Kim et al., 2022).
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In this work, we propose a novel framework for secure
communication. The framework is based on masking the
communication signal by means of an autonomous non-
linear system in the source node. Then, de-masking the
signal through an observer-based de-masking module. The
overall framework is based on recent theory on cancelling
output disturbances in observer design (Cecilia et al.,
2024). We highlight that, while the framework is very
flexible in nature, it is shown that if the masking signal
is appropriately designed, the de-masking module can be
implemented through a simple proportional-integral ob-
server (PI-observer).

The remainder of the paper is organized as follows. The
communication topology, objectives and the problem being
considered are formulated in Section 2. In Section 3, we
present the main observer-based masking protocol. In
Section 4 we show how the proposed protocol can be
implemented through a simple PI-observer. The protocol
is validated through a numerical simulation in Section 5.
Finally, some conclusions are drawn in Section 6.

2. FRAMEWORK
2.1 Communication topology and objective

Before formulating the main problem being solved in this
paper, we provide the following explanation on terminolo-
gies.

e Source node: The node that transmits information
through the communication layer.

e Receiver node: The legal node designed to receive
the information from the communication layer.

e Eavesdropper: Unwanted third party node that lis-
tens the information transmitted through the channel
between the source and the receiver.

e Masking: Process that transforms the transmitted
information into an unreadable version for eavesdrop-
pers or any unwanted third-party agents.
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Fig. 1. Scheme of the communication topology.

e De-masking: Process that removes the masking
from the transmitted signal in order to recover read-
ability of the information.

e Communication layer: Transmission medium be-
tween the source node and the receiver node. Signals
transmitted trough the channel will be distorted by
some additive sensor noise.

Leveraging on the above definitions, we can now state the
scenario considered in this work. Precisely, we consider the
case where a source node wants to communicate a signal
modelled here as a m-dimensional constant vector w &
R™. The vector w is communicated to the receiver node
through the communication layer. The communication
layer will add some unknown multiplicative disturbances
to the transmitted signal w. Then, we consider that
an eavesdropper also listens the information transmitted
through the channel and is trying to infer the value of w.

The objective is to secure the communication between
the source node and the receiver node. In this work,
we assume that the eavesdropper has already accessed
the communication layer and is already listening to the
information being sent between the nodes.

2.2 Security Architecture

In order to avoid the privacy disruption of the vector
w, the signal is processed through a masking protocol
and transformed to a new signal y, which is the one
actually being transmitted through the communication
channel. The masking protocol has to be designed in a
way that even if an eavesdropper listens to the signal y,
it cannot infer the value of the vector w. In parallel, a de-
masking protocol is implemented in the receiver node in
order to reconstruct the signal, denoted here as w, from
the transmitted signal y. A scheme of the communication
topology has been included in Fig. 1.

We highlight here that, different from other masking pro-
tocols, e.g. (Murguia et al., 2020a), the signal y is the
only information being communicated between the source
and receiver nodes. Additionally, we will consider that if
the masking and de-masking modules have some time-
varying behaviour, they may initially lack synchronization.
This synchronization and communication constraints dras-
tically simplifies the cost and deployment complexity of
the protocol, since they avoid the need of adding additional
communication channels between nodes or requiring an
initialization protocol before communication.

The following sections are dedicated to presenting the
proposed observer-based masking protocol.
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3. PROPOSAL
3.1 Masking generator

The masking generator is implemented at the source node.
In order to mask the signal between the source node
and the receiver node, this work proposes multiplying the
transmitted value w € R™ by a time-varying signal d € R™
generated from an autonomous system of the form

&= f(z)
d=h(z)+b, (1)
where x € R”™ is the state of the masking generator,

f():R™ - R™ and A(:) : R® — R are sufficiently smooth
functions and b € R is a constant parameter to be fixed.

Precisely, we assume that the source node sends the
following signal though the communication layer

y =d w = diag((h(z) + b))w. (2)
In other words, we are encoding each individual element

of the vector w = [wy, ... ,wm]T with the masking signal
(h(x) + b), thus, we are transmitting a set of signals

y=1[y1, > l/m]T of the form
yi = ((h(x) + b))wi,

For the rest of the document, we will assume the following
on the masking generator (1).

Assumption 1. The state of the masking generator
evolves in a compact and forward invariant set X C R".

The state of the masking generator is always initialized in
X.

Vie{l,...,m}.

Assumption 1 guarantees that both the state, x, and the
masking signal, d, are bounded. This is a perfectly rea-
sonable constraint, otherwise, the masking signal cannot
be implemented in practice. Additionally, we impose an
observability condition on the masking generator.
Assumption 2. The system (1) is instantaneously ob-
servable. That is, for any pair of solutions (x4(t), xp(t)) of
(1) initialized at X and for all t4 € [0, 00] such that

hza(t)) = h(zp(t)), VO <t <ta,

we have
Za(t) = xp(1).

Considering masking generators that satisfy a minimal
observability property is also a reasonable assumption
in practice, otherwise, there would be some states in =
that do not have an effect of the masking signal d and
can be discarded. In this work, we restrict ourselves to
instantaneous observability in order to simplify the de-
masking module design.

3.2 Observer as a de-masking module

The de-masking process takes place at the receiver node.
We assume that the receiver node has information of the
functions f(-),h(-) and the constant b from the mask-
ing generator (1). Nonetheless, we do not assume that
the masking and de-masking modules are synchronized.
Consequently, we assume that the state z of the masking
generator (1) is unknown for the de-masking module.

Notice that in this case, the transmitted signal can be
modelled as the following autonomous system
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Fig. 2. Scheme of the proposed observer-based masking

protocol.
&= f(x)
w; =0 (3)

yi = ((h(z) + b))w;, Vie{l,...,m}.
In this work, we propose to use an observer as a de-masking
module. That is, to design a system that generates an
estimation of x and w, denoted here as z and w, from
the measured signal y and the knowledge of the extended
system (3). An intuitive scheme of the proposed observer-
based masking protocol is depicted in Fig. 2.

Naturally, the possibility of designing such an observer and
the effectiveness of the de-masking module depends on the
observability and structure of the extended system (3). In
the following section, we will show that if the functions
f(x) and h(x) are properly selected, the observer design
process boils down to a simple PI-observer.

4. PI-OBSERVER APPROACH FOR DE-MASKING
4.1 Masking signal

In particular, suppose that the masking signal d(t) is the
sum of N signals w;, that is

N
d(t) = Zwi(t), wi(t+T;) = wi(t), Vt>0.

That is, the masking signal is composed by a sum of N
signals in which each w; is Tj-periodic. We can suppose
that the periods T; are incommensurable reals, namely g—

J

is an irrational number for any pair of 4, j, thus generating
a quasi-periodic signal.

More precisely, we consider that f,h in the masking
generator (1) are selected as

f(z):=®x, h(x)=~vT"Tz)+0b (4)
with b € R being a constant parameter to tune and ®, T"
and a (at least C!) function v(-) : R — R satisfying the
following assumption.
Assumption 3. The matriz ® is skew-symmetric and
non-singular, the pair (®,T) is observable and v is mono-
tonic, namely it satisfies

(a=b)"v(a) =7®)] = (a—b)"(a—b)

forall a,b € R, a #b.

A possible choice of ®, T to satisfy Assumption 3 is simply
given by
: 0
& = blckdiag(®q,..., P, /2), o, = ,
g(P1 /2) (_m 0) (5)
L=l ... Ty, I,=(10),

where n is selected to be an even number, 7; > 0 for all ¢ €
{1,...,n/2}, correspond to the desired frequencies of the
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signal d. The function 7 can be selected as any monotonic
function. A particularly interesting choice is to select it as
a transcendental function, thus, generating a disturbance
d that contains an infinite number of harmonics.

We highlight that this particular selection of the masking
generator dynamics satisfies Assumption 1 and Assump-
tion 2, since the pair (®,T") staisfies the observability rank
condition.

4.2 PI-Observer

With this particular selection of the masking generator,
the extended system (3) takes the following form

T = dx

w; =0 (6)

yi=(y(T'Tz) +bw;, Vie{l,...,m}
where the functions ®, v and the matrix I', b are known and
defined in Section 4.1. We recall that the main objective
is to estimate the states x,w from the measured signal y.
The main idea of this section is that such an estimation
task can be easily achieved through an observer with a
proportional term designed considering the x-dynamics
and an integral term for the w-dynamics, resulting in a
simple PI-observer. To do so, we first impose the following
positivity assumption on each transmitted signal y;,
Assumption 4. For alli € {1,...,m} and all t > 0 we
have y; > 0 and w; > 0.
Remark 1. Positivity of the term (y(I'"x)+b) can always
be guaranteed by selecting b > 0 large enough.

Under Assumption 4, we can separate the masking ele-
ments from the elements of the message w through a nat-
ural logarithm operation. That is, we will consider a new

measured signal denoted as §; defined for all ¢ € {1,...,m}
as follows

gi =In(y;) =In(y(72) +b) + In(wi). ~ (7)
Thus, the observer will be designed considering this new
signal ;.

Remark 2. Since we are restricting ourselves to positive
signals y;, the logarithm is always well-defined.

Remark 3. The natural logarithm operation is computed
at the receiver node. Consequently, y is still the signal
transmitted through the channel.

Precisely, the PI-observer de-masking module takes the

following form for all i € {1,...,m}
&= ®i+ Tz

zi = i — In(y(T " &) + b) — In(y) .

We highlight now the structure of the de-masking observer.
Note that z; is just the measured error, that is, the error
between the signal g; (defined in (7)) and the observer
estimation of the same signal. Then, the Z dynamics
are just a copy of the masking generator dynamics (1)
plus a proportional term on the measured error. The w;
dynamics are just an integral of the measured error. This
combination of a proportional term and a integral term
is what gives the name of PI-observer, as highlighted in
Fig. 2.

The stability and convergence of the proposed observer is
given in the next theorem.
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Theorem 1. Consider the extended dynamics (6) and the
PI-observer (8). If Assumption 3 and Assumption 4 are
satisfied, then, asymptotic estimation of the vector w; is

achieved. That is, for all i € {1,...,m},
i, s — #1(0)] =0 o)

for all £(0),#(0) € X and any w; € R.

Proof. For any i € {l,...,m}, the complete system
formed by the masking generator (1) and the PI-observer
(8) can be written as

i = o, &= ®% + Iz,
gi =In(y;), zi=9 —n(yT"2)+0b)—In(w).

Now, define the error signals Z = x — & and w; = w; — W;.
Then, the error dynamics evolve according to

=&z Tz,

(1)

From the positivity Assumption 4, the natural logarithm
is well-defined and satisfies a monotonic condition, that is,
—In(@;)] > er(w; —w;)®  (12)
for all w;,w; > 0, w; # w; and some positive constant
c1,; > 0. Similarly, since the natural logarithm is mono-
tonic and the function v is also monotonic by means of
Assumption 3, the composition of both functions is also
monotonic. That is, the following holds,

(z— &) Tn(y(T"2) +b) — In(v(I'" &) + b)]
>coi(x—2) TT (2 — ),

for all x, 4 such that 'z # 't and v(I'"z) + b,v(I'T2) +

b > 0 and some positive constant cy; > 0. To simplify the

notation of the next developments, we will assume without
loss of generality that ¢y ; = co; = 1.

ﬁ)i = —2Z;.

(’LU,‘ — ’UA)l)T [ln(wl)

(13)

Now, consider the Lyapunov function, V', defined as

1~-|—~

1
Vyi==3"% V= 5 Wi Wi

2
The derivative of the factor V, reads as

V, = %:f(qﬂ +®)i

V=V, + Vg,

#'Tz < —2i Tz, (14)

where the second inequality comes from the skew-symmetric
property of ®, see Assumption 3, which guarantees that
®T 4+ & < 0. Similarly, the derivative of V satisfies
Vi=—w, z. (15)
Combining (14) and (15) and considering the monotonic
inequalities (12) and (13) we obtain
o7
K3

V< —3'"Tz —w, —(FTE + u?l-)—rzi
—(CT& 4 w;) " [lll(V(FT —In(y(I'"2) +b)
+ In(w;) — In(w;)]

—(CT&+w;) (T 77+ ).
Consequently, the error dynamics (11) converge to the
largest invariance set of Q := {# € R*,w; € R | T'T7 +
w; = 0}. Notice that, similar to the problem considered in
(Cecilia et al., 2023, 2024), from detectability properties of
the system, for all (Z, ;) € Q we have that lim;_, . |@0;] =

lim;_, o0 |£] = 0. Thus, the result follows from the LaSalle
invariance principle. O

x)+0b)
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In summary, Theorem 1 establishes that if the masking
generator is designed as in (4), then, the simple PI-
observer de-masking module in (8) asymptotically removes
the mask and recovers the message d. We highlight that
the Pl-observer is designed directly with the parameters
of the masking generator, that is, there are no additional
parameters of the observer to be tuned. Consequently, the
implementation of the proposed scheme simply boils down
to selecting ®,T" and the function ~y(-) according to the
practical constraints of the application being considered.

5. NUMERICAL SIMULATION

In this section, we analyze the viability of the approach
through a numerical simulation. In this simulation, we
consider the scenario where we want to transmit the
following 6-dimensional vector between the source node
and the receiver node

w=1[251122510].

In order to secure the communication, in the source node,
we are going to mask each element of the vector d by
means of the signal generated by the masking generator
(4) with w1 = 20,wy = 10,/w,b = 3, the vector I' fixed
as in (5) and v(s) = 3atan(s + 5). Notice that the atan(-)
function is monotonic, that is, it satisfies Assumption 3.
The initial conditions of the masking generator are fixed to

x=[101 O]T. Naturally, additional frequencies could be
added in the matrix ® and the complexity of the function
~(+) could be increased in order to improve the security
of the protocol. Nonetheless, the proposed masking signal
is a simple enough example in order to validate and
understand the benefits of the approach.

In this simulation, we assume that the communication
layer adds some (additive) white noise to the transmitted
signal with a variance of 0.1. In order to visualize the effect
of the masking signal and noise, a comparison between
the true value wy = 2 (the first element of the vector
w) and the transmitted signal y; is depicted in Fig. 3.
It is noticeable that there is a significant bias between
the true signal w; and the transmitted signal. This bias
is induced by the constant b and the constant 5 inside
the function «(-). We highlight that the bias b and the
constant 5 have the same frequency as the signal ws,
thus, from an observability point-of-view, an eavesdropper
cannot distinguish between the bias and the true signal if
it doesn’t know the function (-) and the constant b. Thus,
an eavesdropper cannot reconstruct the signal w; and we
guarantee the security of the communication.

In parallel to the bias, we can see that the transmitted
signal presents some oscillations. These oscillations are
generated by the additive noise of the channel and the
term 'z of the masking generator. We highlight that
the peak-to-peak amplitude of the noise is actually larger
than the amplitude of the oscillations generated by the
masking signal. That is, the noise levels are significantly
large relative to the dynamics of the masking generator.
This is an important detail of the simulation, since a
badly designed observer for the extended dynamic (6) can
amplify the noise and make the estimation w; practically
unusable. Some notable examples of this behaviour would
be present in more common nonlinear observer as the
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Fig. 4. Evolution of the reconstruction errors w; at the
receiver node.

high-gain observer (Gauthier et al., 1992) or the sliding-
mode observer (Shtessel et al., 2014). Nonetheless, as it
will be shown below, the proposed PI-observer does not
only present a simple structure and trivial design, but is
not significantly affected by the noise in the channel.

Indeed, the reconstruction errors, w; = w; — w;, of all the
PI-observer de-masking modules are depicted in Figure 4.
It is noticeable that even in the presence of significant
noise, the Pl-observer is capable of reconstructing the sig-
nal with a relative error below the 0.1%. Which validates
the viability and performance of the proposed scheme.

6. CONCLUSIONS

This work has presented an observer-based masking pro-
tocol to secure the communication of constant signals be-
tween nodes. It has been shown that if the masking signal
is appropriately selected, the de-masking module can be
implemented as a simple PI-observer with no parameters
to be tuned. A numerical validation has validated the sim-
plicity and efficacy of the proposed scheme. Future works
will extend this initial idea to secure time-varying signals,
secure dynamic controllers and multi-agent systems.
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