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ABSTRACT

In this article we test a number of score fusion methods for the purpose of multimodal biometric authentication. These
tests were made for the SecurePhone project, whose aim is to develop a prototype mobile communication system
enabling biometrically authenticated users to deal legally binding m-contracts during a mobile phone call on a PDA.
The three biometrics of voice, face and signature were selected because they are all traditional non-intrusive and easy to
use means of authentication which can readily be captured on a PDA. By combining multiple biometrics of relatively
low security it may be possible to obtain a combined level of security which is at least as high as that provided by a PIN
or handwritten signature, traditionally used for user authentication. As the relative success of different fusion methods
depends on the database used and tests made, the database we used was recorded on a suitable PDA (the Qtek2020) and
the test protocol was designed to reflect the intended application scenario, which is expected to use short text prompts.
Not all of the fusion methods tested are original. They were selected for their suitability for implementation within the
constraints imposed by the application. All of the methods tested are based on fusion of the match scores output by each
modality. Though computationally simple, the methods tested have shown very promising results. All of the 4 fusion
methods tested obtain a significant performance increase.
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1 INTRODUCTION

Multibiometrics, i.e. the verification of a person’s identity by more than one biometric trait, is expected to strongly
enhance person authentication performance in real applications. But most of the presently available biometric databases
have been acquired in more or less controlled environments, so that it is difficult to predict performance in real
applications. The experiments presented here are performed on a database acquired on a personal mobile device
(smartphone) as part of the SecurePhone project (IST-2002-506883 project “Secure Contracts Signed by Mobile
Phone”). The project aim is to produce a prototype of a new mobile communication system (the “Securephone”)
enabling biometrically authenticated users to deal legally binding m-contracts during a mobile phone call in an easy yet
highly dependable and secure way.

The use of signals recorded on a smartphone enables us to evaluate multibiometric person authentication with realistic
signals under various degrees of degradation. The context of mobility generates degradations of input signals due to the
variety of environments encountered (ambient noise, lighting variations, ...), while the sensor's’ lower quality further
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contributes to decrease system performance. By fusing three different biometric traits, the effect on signal degradation
on the system’s performance can be counteracted.

Our aim in this work is to study the benefit of different fusion techniques for combining speech, face and handwritten
signature on a smartphone. Many fusion techniques have so far been compared in the literature. Among them, score
fusion techniques can be classified as score combination rules or as statistical learning techniques. Previous works have
shown that one class of such techniques give better performance than the other depending on the experimental
framework that is considered. Our aim in this work is to compare score combination rules and statistical learning
techniques in a concrete application, performing non intrusive biometric verification on a smartphone.

2 BIOMETRIC DATA

In order to evaluate biometric systems in real application conditions, a database of voice, face and signature recordings
[1] was captured on a mobile device. Examples of data are shown in Figure 1. We used the Qtek2020 device and the
smartphone’s own sensors (microphone, camera and touch-screen) that have limited sampling capabilities.

Audio-visual data for the smartphone database is in English. The database contains 60 speakers, 30 male and 30 female,
of which 80% are native speakers. There are 3 age groups (< 30, 30-45, > 45) with 10 males and 10 females in each
group. Three types of fixed prompt (5-digit, 10 digit and short phrase) were recorded, with 6 examples from each type.
Each speaker is recorded in 2 recording sessions separated by at least one week, thus allowing for the evaluation of the
influence of time variability on person authentication. Each session comprises 2 indoor and 2 outdoor recordings with
variable environmental signal degradation. The 2 indoor recording conditions were respectively for voice/face:
good/good and bad/bad. The 2 outdoor recordings conditions were respectively for voice/face: bad/good and bad/bad.
The 4 recording conditions (2 indoors and 2 outdoors) reflect reasonable variation in noise and lighting conditions. The
amount of data recorded per person is very limited, permitting only up to short 4 recordings for client model training.
This reflects the practical need for fast client enrolment.

Signatures, which were always recorded under good but realistic recording conditions, were recorded from other
subjects, because signers were recorded in a different place from the audio-visual subjects. Twenty signatures were
recorded in one session from each of 30 male and 30 female subjects. The signers are balanced in the three age groups
defined for audio-video persons. Twenty forgeries were made by impostors who were not clients of the signature (or
audio-visual) database. Those forgeries were made after observing the genuine signatures together with their dynamic
characteristics on the PDA’s screen. The signature sampling rate was 100 Hz, with coordinates data but no pressure or
pen inclination information.

Virtual SecurePhone clients were created by coupling subjects in the audio-visual and signature databases. This is
possible because a client’s signature can be assumed to be largely independent from his or her appearance and voice.
Indeed, results from a previous work on signature and voice data from BIOMET [2] support the independence
assumption of such modalities [3]. The data are coupled using gender-dependent virtual persons. Because both
databases are balanced in age among the 3 age groups, virtual persons are also age-dependent. To be able to present
results which are independent of any particular coupling between signatures and audio-visual data, 100 random
couplings were made and the average over those 100 trials was computed.

Figure 1: Examples of data of the PDA database



3  UNIMODAL PERSON AUTHENTICATION SYSTEMS

3.1 Signature verification

As described in [4] each writer's signature is modelled by a continuous left-to-right Hidden Markov Model (HMM),
characterised by a given number of states with an associated set of transition probabilities among them, the data in each
state being represented by a continuous density multivariate Gaussian mixture model (GMM). The HMM has a left-right
topology, i.e. it only authorises transitions from each state to itself and to its immediate right-hand neighbour. An
optimal number of states is estimated for each writer and a personalised feature normalisation (of 19 features) is carried
out to improve the quality of the modelling. The system exploits a fusion strategy of two complementary sources of
information provided by the same HMM. The first is the likelihood of the signature given the HMM. The second is the
segmentation of the test signature when using the Viterbi algorithm. As shown in [4], the combination of these two
sources of information results in a better separation of genuine and impostor distributions, thus significantly improving
writer verification results.

3.2 Speaker verification

Both in terms of user enrolment as well as for actual verification, realistic applications impose strong restrictions on the
amount of speech material that can be acquired from each client. To ensure optimal performance with small amounts of
training data, the speaker verification system used here is text-dependent. We shall test only fixed digit sequences which
allow us to keep the size of the acoustic model which needs to be stored on the device to a minimum. For a given fixed
prompt, a GMM background model [5] is trained, from which individual speaker models are trained by maximum a-
posteriori (MAP) adaptation to each speaker. Results are given for gender-dependent as well as gender-independent
background models. Acoustic features use 19 Mel-frequency cepstral coefficients (MFCCs) together with cepstral mean
subtraction and appended time difference features. GMMs have 128 Gaussian components and are trained by k-means
clustering, followed by EM iteration. This is performed by the Torch machine learning API [6], using a variance
threshold and minimum Gaussian weight determined on the basis of the development data set. The unimodal decision to
accept or reject a speaker as a true client is based on a thresholding of the test score (the logarithm of the ratio of the
speaker to background model likelihoods).

3.3 Face verification

Face verification is a challenging task due to varying conditions in the capturing process (variations in pose, facial
expressions and illumination). In order to normalise variations in illumination conditions, we applied, as a pre-
processing step, Histogram Equalization (HE) [7]. Our system, based on a wavelet-based verification scheme [8], uses
the coefficients in the wavelet transformed LL-subbands at depth 3 or more as a feature vector of a given face image.
The LL-subband corresponds to the low-pass filtering, which captures the scaled energy of the image. The final
classification decision of a test video is based on verifying each of 10 frames selected from the full video sequence. The
verification of a frame is performed by computing the City-Block distance between the feature vector of a test frame and
the feature vectors of enrolled frames. For each test frame, the match-score is the minimum distance to one of the
enrolled frames. The match score for a test video is the minimum of the 10 frame match scores.

4 FUSION METHODS

Two types of score fusion methods are presented. The first type is based on the Arithmetic Mean Rule after a previous
normalization of each score separately. The second type is based on a 3D density estimation followed by class posterior
probabilities computation.



4.1 Fusion by AMR with associated normalisations

The 3 unimodal scores are combined by means of a simple Arithmetic Mean Rule (AMR) after performing a
normalisation of these scores. Two types of normalisation are studied: the first one is based on the Min-Max
normalisation [9] and the second uses a posteriori class probabilities.

The “Min-Max” normalisation of score s of one unimodal expert is defined as n=(s-m)/(M-m) where M is the maximum
and m is the minimum. We consider the mean (u) and standard deviations (o) of both the client and impostor
distributions in the training database, and set: m= y;,-2 0, and M= p.+2 o,. Indeed, assuming that genuine and
impostor scores follow Gaussian distributions, 95% of the values lie in the /u-2g u+20] interval; following this model,
our choice of m and M permits to cover most of the scores. Values higher than M or lower than m are thresholded. This
linear normalisation maps the score in the [0,1] interval.

Bayes normalisation uses the a-posteriori client class probability P(C|s) given score s, as a normalised score. A-
posteriori probabilities are obtained using Bayes’ rule:

P(C/s)= p(s/C)P(C)
p(s/COYP(C)+ p(s/ 1HP(I)

(1

where P(C) and P(I) are the client and impostor priors, set to 0.5 because we have no prior knowledge, and p(s|C) and
p(s|]) are the client and impostor likelihoods. Conditional probability densities are computed from Gaussian score
distributions whose parameters are estimated on the training database. Assuming independence between the 3 scores s/,
s2 and s3, and following [10], we compute the arithmetic mean of P(C|sl), P(C|s2) and P(C|s3).

4.2 Fusion by 3D density estimation

4.2.1 3D Gaussian density estimation

In this case, instead of estimating the conditional score densities of each modality separately, the 3D Gaussian density is
estimated. This is done using a Gaussian assumption on the 3D class conditional densities. The difference with the
previous case is that there is no independence assumption. We estimate p(s1, s2, s3|C) and p(s1, s2, s3|I) and compute
the a posteriori class probability p(C|s1, s2, s3), as:

P(O)p(s1,59,83/C
p(C/s1,50,53) = (©p(s1:52:55 7€) @)
P(C)p(sy1,82,83/ C)+ P(I)p(sy,82,53 /1)

P(C) and P(]) are the client and impostor priors, set to 0.5 because we have no prior knowledge.

For the 3D Gaussian density, we are considering a diagonal covariance matrix, assuming that the 3 scores are
uncorrelated. This is done for computational reasons, and also considering that there is not enough data to estimate
cross-correlation.

4.2.2 Estimation with a Gaussian Mixture Model (GMM)

Fusion using Gaussian Mixture Models (GMM) [5] follows the same idea as AMR using 3D Gaussian density
estimates: instead of considering that the conditional 3D density is Gaussian, we estimate it as a mixture of Gaussian
densities (a sum of N (here N=3) 3D Gaussian components of a Gaussian Mixture Model). The i 3D Gaussian
component is represented by y;, Z; and o, the mean vector, covariance matrix and weight of the i™ Gaussian component
in the sum. Therefore, with s=(s;, 55, 53), the joint density is:

N
P(s/C)=Y o ! exp(—%m—ui)fz;l (s—un] G)

o ()2 ydet(Z;)




For impostors’ conditional density, other mean vectors, covariance matrix and weights are estimated and, to obtain the
final score, we compute the a posteriori class probability p(Cls;, s, 53) using equation (2).

As before, since cross-correlations cannot be estimated both for computational reasons and because of data sparsity, X is
considered diagonal for both client and impostor densities, assuming that the 3 scores are uncorrelated.

5 EXPERIMENTS

Results for fusion are obtained on the PDA database [1] of virtual subjects built by coupling audio-video data from a
given person to signatures of another person. Virtual persons are gender and age dependent. We perform 100 random
couplings and compute the average performance over those 100 trials. The three types of prompt are considered: type 1
(T1) of 5 digits, type 2 (T2) of 10 digits and type 3 (T3) of phrases (of approximately the same duration as the 5-digit
sequences). Each type is represented by 6 prompt (P1, P2, P3, P4, P5 and P6) examples. Results reported in Table 1 and
Table 2 are also averaged over these 6 examples per type.

Scores used for fusion are obtained from the three single modality systems using specific protocols. Signature scores are
generated considering 5 randomly chosen signatures for model training and the remaining 15 signatures for test
purposes. For voice and face, the 4 sequences (for a given prompt example) of session 1 are used for training and the 4
sequences of session 2 are used for test purposes. This means that models are trained on both indoor and outdoor data
and evaluated on both too.

The protocol is the following:

. 24 persons (balanced in gender and age group) out of 60 available in the PDA database are reserved
for the construction of the Universal Model Background (UBM) for the speech modality.

. The remaining 36 persons are split in two sets gl and g2 of 18 persons each (3 for each age group of
both gender). Each person has 4 associated client accesses and 20 impostor accesses.

. The fusion system is trained on gl and tested on g2, and their roles are interchanged. The resulting

two EERs are averaged to obtain the final error rate which is given in Table 2.

Table 1: Single modalities results (EER) for the 6 examples (P1 to P6) of each prompt type.

Prompt T1 (5-digits) T2 (10-digits) T3 (phrases)

type
Prompt | o1 | pp | p3 | P4 | P5 | P6 | PL | P2 | P3| Pa | P5|P6 | PL| P2| P3| Pal|P5| Pe
examples

. 7.21% 324 % 5.5%
voice
9.51 | 7.22 | 8.40 | 5.69 | 6.87 | 5.55 4.03 | 4.03 | 291 | 2.64 | 222 | 3.61 4.23 | 6.66 | 6.94 | 5.62 | 6.25 | 3.543.54
28.40 27.55 % 28.33 %
face

27.43 | 26.46 | 27.08 | 29.16 | 28.40 | 31.87 27.84 | 27.84 | 26.73 | 28.33 | 27.78 | 26.73 30.55 | 26.87 | 24.86 | 28.54 | 27.98 | 3118

signature 8.01 %




Table 2: Fusion results (EER) compared to single modalities in the PDA database

T1 (5-digits)

T2 (10-digits)

T3 (phrases)

Voice 721 % 3.4 % 5.54 %

Single Modalities Face 28.40 % 27.55 % 28.33 %
Signature 8.01 %

AMR with Min-Max 4.09 % 3.16 % 3.85 %

Al\giﬁi&ﬁﬁg?“ 241 % 1.67 % 230 %

Fusion Methods 3D G:;islizgfgnmy 2.67 % 1.93 % 252 %

GMNL‘)”;I;()?I ;‘i‘;‘ss‘an 256 % 1.66 % 2.68 %

MinMax + GMM 2.39 % 1.54 % 2.30 %

Compared with the baseline results for the single modalities, a strong improvement in user authentication is found for
most fusion methods. GMM after a Min-Max normalisation of scores leads to the lowest EERs. For this method, and for
each prompt type, the 6 values of the EER corresponding to each occurrence are reported in Table 3. We also indicate

their associated standard deviation for 100 random couplings of virtual subjects.

A comparative study of the fusion methods described in Section 4 show that training-based methods, here based on
GMMs, seem to be more suited to degraded test conditions, as already shown in [11].

Table 3: ERRs for each example of the 3 prompt types and their standard deviation for the best fusion method

T1 (5-digits) T2 (10-digits) T3 (phrases)
Avggalfed 239 % 1.54 % 230 %

ERRs 2.51 199 | 289 | 258 | 2.39 | 1.96 | 1.85 1.54 | 1.43 1.43 1.74 | 1.27 | 2.06 | 2.81 | 3.04 | 1.91 | 2.08 | 1.90
St]a)neci]ard 1.01 0.87 | 1.07 1.10 | 0.87 | 0.83 | 0.91 | 0.87 | 0.81 | 0.76 | 0.83 | 0.78 | 1.04 | 298 | 3.07 | 1.97 | 1.16 | 0.88
Averaged 0.96 % 0.83 % 1.85 %

St.Dev.

In order to visualize performance for GMM fusion using Min-Max normalised scores from the individual modalities
compared to single experts for every value of the decision threshold, DET curves [12] for T1, T2 and T3 are shown in

Figure 2.
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Figure 2: DET curves for signature, voice, face and best fusion method, for T1 (left), T2 (centre) and T3 (right)
Figure 2 shows that fusion of three modalities by a GMM improves system performance compared to single modalities
for the 3 prompt types. The standard deviation of the error rates is also shown for fusion (dashed lines) For most values
of decision threshold, the upper bound of the interval of variation of error rates for 100 databases of virtual subjects is
still better than the best modality.

Other specific functioning points, namely the WER (Weighted Error Rate) for 3 different weights: R=1, R=0.1 and
R=10 and their corresponding FAR (False Acceptance Rate) and FRR (False Rejection Rate) are reported in Table 3.
WER is defined as:

*
WER(R) = FRR ;_fR FAR

The threshold corresponding to the minimum of WER on the development group gl is used to report the error rate on
the evaluation group g2 (a priori threshold), and vice versa. A-priori error rates are then averaged.

Table 3: fusion results (WER) for the best fusion method (MinMax + GMM).

T1 (5-digits) T2 (10-digits) T3 (phrases)
EER 2.39% 1.54 % 2.30%
Rei 1.57 %/3.24 % 0.89 %/3.32 % 1.61 %/3.14 %
2.40 % 1.60 % 2.37%
FAR /FRR Re0.1 4.97 %/1.56 % 3.05 %/1.20 % 4.54 %/1.78 %
WER 1.87 % 1.37 % 2.03 %
R10 0.43 %/6.95 % 0.25 %/4.37 % 0.38 %/6.34 %
1.02 % 0.63 % 0.92 %

Table 3 reports weighted error rates (WERSs) for 3 different R values: 1, 0.1 and 10, together with their corresponding
FAR and FRR. Results show that low error rates can be obtained for a wide range of cost ratios. Results for 10-digit
prompts are better than for either 5-digit prompts or phrases, which show similar performance.

6 CONCLUSIONS

The aim of this work is to study the benefit of multimodal fusion on single non intrusive modalities acquired on a PDA.
To that aim, a virtual subjects database was built from audio-video data and signatures from different subjects, captured



on the PDA. Single modality experts show in general higher error rates on such database compared to state-of-the-art
results on standard databases. This is due to the fact that mobility conditions are well reflected in our acquisition
protocol. This remark emphasizes the interest of multimodal fusion in mobile applications, which is confirmed by our
study: fusion by a training-based method, based on GMMs, proves to be robust in the variety of acquisition conditions
considered in this work. Moreover, considering the variance of the fusion system performance due to random couplings
of virtual subjects, the upper bound of the error rate still does better than the best unimodal system, for most values of
the decision threshold. Tests have shown that the non-intrusive biometrics used in the SecurePhone project can be used
to achieve a level of authentication accuracy which would be sufficient for a wide range of applications.

Further work will focus on a more difficult protocol, relying on training unimodal experts on controlled reference data
and testing the fusion system on variable acquisition conditions (degraded and adverse). This would indeed simplify the
enrolment phase for the user. Also this work exploits a small database in number of persons and client accesses; we look
forward extending our database for further tests. Another possibility is to consider a text-independent speaker
verification system, which would permit to consider the 18 available prompt examples as being of the same type. This
way the fusion system could be trained on enough data, and particularly density estimation could be done with full
covariance matrices.
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